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Without the prior written consent of ZKTeco, no portion of this manwan be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsies (hereinafter thé Company" or
"ZKTeco").

ZKTzco is a registered trademark of ZKTeco. Other trademarks involvedis thanual are owned by
their respective owners.

This manual contains information on the operation and maintenance of theTEBo equipment. fe
copyright in all the documents, drawings, etc. in relation to the ZKTeopplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receitreany third
party without express written permissionf ZKTeco.

The contents of this manual must be read as a whole before starting the operadiwhmaintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or inuete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential preequisite for the satisfactory operation and maintenance that the operatiagd
maintenance personnel are fully familiar with the design and that the said personnel have vedei
thorough training in operating and maintaining the machine/unit/equipment. It is fther essential for the
safe operation of the machine/unit/equipment that personnel has read, understoadd followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the @it specifications,
drawings, instruction sheets or any other contractlated documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall agplyriority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of angriafmn
contained in this manual or any of the amendments made thereto. ZKTeco dumsextend the warranty
of any kind, including, without limitationany warranty of design, merchantability or fithess for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions iinfbemation or documents which
are referenced by or linked to this manual. The entire risk as to theltesind performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for anidéental, consequential, indirect,
special, or exemplary damages, including, without limitatioms$ of business, loss of profits, business
interruption, loss of business information or any pecuniary losdsiag out of, in connection with, or
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relating to the use of the information contained in or referenced by this manual, efefkiTeco has been
advised of the possibility of such damages.

This manual and the information contained therein may include technicathey inaccuracies or
typographical errors. ZKTeco periodically changes the information herehiich will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or iyt
information contained in the manual from time to time in the form of circulars,tées, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions amendments are meant for
improvement /better operations of the machine/unit/equipment and suchn@gendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/egeipimmalfunctions due to any
non-compliance of the instructions contained in this manual (i) in case operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operati@f the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior noticé he latest operation procedures and
relevant documents are available dmitp://www. zkteco.com

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, N82, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769- 82109991

+86 755- 89602394

For business relatequeries, please write to us atales@zkteco.com

To know more about our global branches, visitvw.zkteco.com
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ZKTeco is one of the world’s largest manufactr of RFID and Biometric (Fingerprint, Facial, Fingsn)
readers. Product offerings include Access Control readers and panels, Nearr&nigar Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Reoodh®Rpate controllers and
Consumer products including batterpperated fingerprint and facereader Door Locks. Our security
solutions are multilingual and localized in over 18 different languages. At the ZKTeco stéthe-art
700,000 square foot ISO90&@Ertified manufacturing facility, we control manufacturing, product desi,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and dewsdop of biometric
verification procedures and the productization of biometric verificati SDK, which was initially widely
applied in PC security and identity authentication fields. With the contimisoenhancement of the
development and plenty of market applications, the team has gradually consted an identity
authentication ecosystem and smart security ecosystem, which are based omnéioc verification
techniques. With years of experience in the industrialization of biometric verificats, ZKTeco was
officially established in 2007 and nowas been one of thglobally leading enterprises in the biometric
verification industry owning various patents and being selected as the NasioHightech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights

This manual introduces the operations SenseFace 2A

All figures displayed are for illustration purposes only. Figumeshis manual may not be exactly consistent
with the actual products.

Features and parameters witly are not availableri all devices.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e@K, Confirm, Cancel
S Multi-level menus are separatebly these brackets. For example, File > Create >
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>
] Window names, menu items, data table, and field names are inside square
brackets. For examplgop up the [New User] window
/ Multi-level menus are separated by forwarding slashes. For exam
[File/Create/Folder].

Symbols
Convention Description
L; This represents a note that needs to pay more attention to.
"_; The general information which helps in performing the operations faster
The information which is significant
(¢] Care taken to avoid danger or mistakes
A The statement or event that warns of something or that serves as a cautionary
example.
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Safety Measures

The below instructions intend to ensure that the user can use the product correctlgvoid danger or
property loss. The followingrecautions are to keep users safe and prevent any damage. Please read
carefully before installation.

A Noncompliance with instructions could lead to product damage or plgal injury (may even cause
death).

Read, follow, and retain instructions - All saféy and operational instructions must be properly
read and followed before bringing the device into service.

Do not ignore warnings -Adhere to all warnings on the unit and in the operating instructions.

Accessories- Use only manufacturerecommended orproduct-sold accessories. Please do not use
any other components other than manufacturer suggested materials.

Precautions for the installation — Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persons and dage to the device.

Service - Do not try to service this unit yourself. Opening or removing covers may egpgsu to
hazardous voltages or other hazards.

Damage requiring service - Disconnect the system from the Mains AC or DC power source and
refer servicepersonnel under the following conditions:

When cord or connection control is affected.

When the liquid spilled, or an item dropped into the system.

If the system isexposed to water or inclement weatheronditions (rain, snow, and more).
If the system isiot operating normally, under operating instructions.

Just change controls defined in operating instructions. Improper adjustmenthe controls may
result in damage and involve a qualified technician to return the device tomat operation.

And do not connect multiple devices to one power adapter as adapter overload cause over
heat or fire hazard.

Replacement parts - When replacement parts areequired, service technicians must only use
replacement parts provided by the supplier. Unauthorized substitutes can resula iburn, shock,
or other hazards.

Safety check - On completion of service or repair work on the unit, ask the sert@ghnician to
perform safety checks to ensure proper operation of the device.

Power sources- Operate the system only from the label's power source form. If the sort afgro
supply to use is unclear, call your dealer.

Lightning - Can install external lightning conductors to protect against etecal storms. It stops
power-ups from destroying the system.

Recommended installing the devices in areas with limited access.
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Electrical Safety

Before connecting an external cable to the device, complete grounding properhd aet up surge
protection; otherwise, static electricity will damage the mainbah

Make sure that the power has been disconnected before you wire, install, onaligle the device.

Ensure that the signal connected to the device is a wakrent (switch) signal; otherwise,
components of the device will get damaged.

Ensure that the stndard voltage applicable in your country or region is applied. If you ac¢ sure
about the endorsed standard voltage, please consult your local electric powangany. Power
mismatch may cause a short circuit or device damage.

In the case of power supply damage, return the device to the professional technical peedoor
your dealer for handling.

To avoid interference, keep the device far from high electromagnetic radiati@vides, such as
generators (including electric generators), radios, televisions, (especially CRTjarsyror speakers.

Operation Safety

If smoke, odour, or noise rise from the device, turn off the power at once andumthe power
cable, and then please contact the service centre.

Transportation and other unpredictable causes may damage the device hardware. Chvbekher
the device has any intense damage before installation.

If the device has major defects that you cannot solve, contact yoealdr as soon as possible.

Dust, moisture, and abrupt temperature changes can affect thevide's service life. You are
advised not to keep the device under such conditions.

Do not keep the device in a place that vibrates. Handle the dewidth care. Do not place heavy
objects on top of the device.

Do not apply rosin, alcohol, benzene, pestles, and other volatile substances that may damage
the device enclosure. Clean the device accessories with a piece of soft clothraakh @mount of
cleaning agent.

If you have any technical questions regarding usage, contact certified qreeenced techical
personnel.

Note:

Make sure whether the positive polarity and negative polarity of the DC 12Weosupply is
connected correctly. A reverse connection may damage the device. ribisadvisable to connect
the AC 24V power supply to the DC 12V inymairt.

Make sure to connect the wires following the positive polarity and negativdasity shown on the
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device's nameplate.

The warranty service does not cover accidental damage, damage caused byperation, and
damage due to independent installation or repair of the product by the user.

Instruction for Use

Before getting into the device features and functions, it is recommended toféiliar with the below

fundamentals.

4.1 Standing Position, Posture and Facial Expression

The recommended distance

i

1.5m

Thedistance between the device and a user whose height is
in a range of 1.55mo 1.85m is recommended to be 0.®
2m. Users may slightly move forward or backward to
improve the quality of facial images captured.

OO S A RSN

0.3-2m

Recommended Standing Posture and FacialExpression

)
)

(¢

[~ LH - -
ﬂa N
wd . .
13
@ “« =
o o | Y % o4 =

Standing Posture
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Facial Expression
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*

— Note: Please keep your facial expression and standing posture natural while ereotror verification.

4.2 FaceTemplate Registration

Try to keep the face in the centre of the screen during registration. Please facartsmhe camera and
stay still during facaemplate registration. The screen should look like this:

Enroll Face

" e
Enrcllad succes shally

Correct face registration and authentication method
Recommendation for registering a face

When registering a facéemplate, maintain a distance of 40cm to 80cm between the
device and the face.

Be careful not to change your facial expression. (Smiling face, drawn Veiok, etc.)

If you do not follow the instructions on thescreen, the facdemplate registration may
take longer or may fail.

Be careful not to cover the eyes or eyebrows.

Do not wear hats, masks, sunglasses, or eyeglasses.

Be careful not to display two faces on the screen. Register one person atea tim

It is ecommended for a user wearing glasses to register both faceth vand without
glasses.

Recommendation for authenticating a face template

Ensure that the face appears inside the guideline displayed on the screen of thedevi
If the glasses have been changed, authentication may fail. If the faitleowt glasses has
been registered, authenticate the faceemplate without glasses further. If the face with
glasses has been registered, authenticate the face with the previously vgbeieses.

If a part of the face is covered with a hat, a mask, an eyelpabr sunglasses,
authentication may fail. Do not cover the face, allow the device to rewiag both the
eyebrows and the face.
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Finger Rositioning

Recommended fingers: The hdex, midlle, or ring fingerand avoid using the thumb or pinkyingers,
as they are difficult to accurately press onto the fingerprint reader.

n n m

Too low Too close to the edge

Vertical
— p—N

Note: Please use the correct method when pressing your fingers ontofingerprint reader for
registration and identification. Our company will assume no lialilfor recognition issues that may
result from incorrect usage of the product. We reserve the right of final interpretatand modification

concerning this point.

Standby Interface

The device uses a 2idch color screen, which all operations are performed throutjie keypad. After
connecting the power supply, the following standby interface is displayed:

2024-03-13 08:17 AL

08 : 1

| | ;

20M4-03-13 W sday
Welcom

. B

Enter any number to access the User ID inpnterface.

2024-03-13 0619 A 2024-03-13 0&:22 AL
User D User ID
1 i §
Password Fingerprint
Face Card

When there is no Super Administrator set in the devipegssM/OK to go to the menu.
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2024-03-13 08:23 AT Main Menu

NO006

UserMgt. UserRole  COMM. System

: 20 . 1 . e
To ensure system security, please create an admin a 0 @ E@
) coount.

[“ Personalize Data Mgt Intercom Access Co
ntrol

v After adding a Super Administrator on the device, it requires the updministrator’s verification
before opening the menu functions.

2024-03-13 08:24 ATIE

Please verify.
[
O

Note: For the security of the device, it is recommended to register a super administridte first
time you use the device.

v On the standby interface, the punch state options can also be shown and used dyrettie shortcut
key mappings will be displayedn the screen if yoypressthe relevant shortcut key on the keypad,

as shown in the picture below. For the specific operation method, please sdwrt@ut Key
Mappings."

2024-03-15 1415 A=E

2024-03-15 1417 A= E

24-03-15 e
h Check- il
kn.*‘ ‘4 aoaniald il

Note: The punch state options arenabled by defaultwhen the device type is set as an attendance
terminal.
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Verification Mode

Facial Verification

In this verification mode, the device compares the collectedighédmages with all face data registered in
the device. The follwing is the popup prompt of a successful comparison result.

2024-03-13 08:31 ALE

User 1D :1

In this verification mode, the device compares the face captured by the camera with db&lif template
related to the entered user ID. Enter the user ID gmdssM/OK to enter the 1:1 &cialverification mode.

2024-03-13 0819 AT

User ID

1

If the user has registered password, card afdgerprint in addition to the face, and the verification
method is set to PassworngerprintCard/Face the following screen will appear. SeleEaceto enter
the face verification mode.

2024-03-13 08:35 AFIEE
User 1D
i §
Password Fingerprint
Face Card
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After successful verification, the prompt box display8utcessfully verified", as shown below:

2024-03-13 08:31 AT

User D1

Fingerprint Verification

1: NFingerprint Verification Mode
The device compares the current fingerprint with trevailable fingerprint data stored in its database.

Fingerprint authentication mode is activated when a user places their finger onte ffingerprint
scanner

Please follow the recommended way to place your finger onto the sensor. For detafer to sedbn
Finger Positioning.

Verification is successful: Verification is failed:

2024-03-13 08:31 AT 2024-03-13 05:38 ADE

Failad to verify.
User 1D - 1 llegal Fingarprint

1:1 Fingerprint Verification Mode

The device compares the current fingerprint with the fingerprints linked to the entered Usethibugh
the virtual keyboard.

In case users are unable to gain access using the 1:N authentication methoyl ctre attempt to verify
their identity using the 1:1 verification mode.

Enter the user ID andressM/OK to enter the 1:1 fingerprint verification mode.
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2024-03-13 08:19 AL

User ID

1

If an employee registers password cardand facein addition to the fingerprint, the following screen wil
appear. SelecEingerprint to enter fingerprint verification mode.

2024-03-13 08:39 AT
User ID
1
Fassword Fingerprint
Face Card
Press the fingerprint to verify.
Verification is successful: Verification is failed:
2024-03-13 08:31 ALIE 2024-03-13 D640 ATE

Failed to verify.
Uszer 1D : 1 User D : 1
llegal Fingerprint
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CardVerification

1: N Card Verification Mode

The 1:N Card Verification Mode compares the card number in the card induction areh wali the card
number data registered in the devicelhefollowing screen displays on the card verification screen.

2024-03-13 08:31 AT

User D :1

1:1 Card Verification Mode

The 1:1 Card Verification mode compares the card number in the card inductiea with the number
associated with the employee's User ID registered in the devic

Enter the user ID andressM/OK to enter the 1:1 card verification mode.

2024-03-13 06:19 AL 2024-03-13 06:42 AFeE
User ID User ID
i § 1
Passward Fingerprint
Face Card

If an employee registers ingerprint, faceand password in addition to the card, the following screen
will appear. Selec€ardto enter card verification mode.

2024-03-13 08:43 ATIE 2024-03-13 08:31 ATE
User D1
Verify: Card User ID : 1
Please swipe
" card ...
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Password Verification

The device compares the entered password with the registered passvard User ID.

Enter the user ID andressM/OK to enter the 1:1 password verification mode. Then, input the user ID
and pressM/OK.

2024-03-13 08:19 a ::l? 2024-03-13 08:22 1Y ::I?
User ID User ID
1 1
Password Fingerprint
Face Card

If an employee registers fingerprint, faceand card in addition to the password, the following screen
will appear. SelecPassword to enter card verification mode.

2024-03-13 05:46 ATIE 2024-03-13 08:31 ATIE

User D : 1

Yerify : Password
User D1

Below are the display screens after entering a correct password and a wrong passvasjpectively.
Verification is successful: Verification is failed:
2024-03-13 08:31 A& 2024-03-13 0547 AL

User D : 1

Yerify : Password
User 1D 1
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Combined Verification

This device allows you to use different types of verification methodsricrease security. There are a
total of 21 different verification combinations that can be implemented, as listed below:

Combined Verification Symbol Definition

This method compares the entered verification of a
/ or person with the related verification template
previously stored to that Personnel ID in the Device.

This method compares the entered verification of a
+ and person with all the verification templates previously
stored to that Personnel ID in the Device.

Verification Mode

(® Password/Fingerprint/Card/Face
() Fingerprint Only
(O UseriD Only

() Password

(O Card Only

Combined Verification Mode set up procedure:

Combined verification requires personnel to register all the different verifioati methods.
Otherwise, employees will not be able to successfully verify the combimedfication process.

For example, if an employee has only registered for password data but thédeexerification mode
is set to "Password + Card," the employee will not be able to successfuthplete the verification
procedure.

Reason:

This is because the Device compares the password template of the person thihregistered
verification template (both the Card and the Password) previously storedhattPersonnel ID in
the Device.

But, since the employee has only registered their password and not their card, thiication

process will notbe successful, and the device will displthe "Verification Failed."
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5 Qverview

5.1 Appearance

@
p7a2omm—— o) ~_3330mm_ r
‘eaot @ ;
=1 —
®
© »
!l 800 | ¢
3 PO
@3
an
B —— 9 [é] ®mﬂ
Front Bottom Side
\[o} ‘ Description
1 Microphone
2 Flash
3 Camera
4 Nearinfrared Flash
5 2.4inch Color Screen
6 Keypad
7 Doorbell Button
8 Fingerprint Sensor
9 CardReading Area
10 Reset
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11 USB
12 Speaker
13 Tamper Switch
5.2 Terminal and Wiring Description
5.2.1 Terminal Description
Interface ‘ Description ‘
NC
COM Lock
QoM NO
SN
GND SEN
BUT
GND Door Sensor & Exit Button
BUT
[] T2 ﬂfﬂ]ﬂﬂ[ﬂ 12V Power in

b TX+
e TX-
————— RX+
fr— R X -

5.3 Wiring Description

Network Interface

5.3.1 Power Connection

ACAdapter
DC 12V 1.5A
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Recommended power supply

Rating of 12V and.5A.

To share the device’s power with other devices, use a power supply with higheentiratings.

Door Sensor& Exit Button Connection

=] @
]

Lock Relay Connection

NC

COM

NO

SEN == ]
GND —
BUT Door Sensor

Exit Button

The systemsupports both Normally Opened Lock and Normally Closed Lock. The Nék normally
opened when powered) is connected with ‘NIDand ‘COM’ terminals, and the NC Lock (normally closed
when powered) is connected with ‘NIC and ‘COM’ terminals. The power cahe shared with the lock or
can be used separately for the lock, as shown in the example with NC Lookvbel

1) Device not sharing power with the lock

Kol
H

+12V

DC12v \ld;

GND

A Do notreverse the polar

ity.

FR107

NC

COM

NO

SEN

GND

BUT

AMaximum 30V 3A
input.

Page|23

2) Device sharing power with the lock

/77 e B PV S
DC12V % ZND

. FR107

NC
oM —
NO
SEN
GND
BUT

Normally Closed Lock
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Ethernet Connection

Connect the devicdo the computer softwareusingan Ethernet cable. An example is shown below:

@ @

L]

aﬂﬂ]{%ﬂ [ED@@ ZKBio CVAccess

=\

B8B8 O

Default IP address: 192.168.1.201 IP address: 192.168.1.130
Subnet mask: 255.255.255.0 Subnet mask:255.255.255.0

£

Note: In a LAN, the IPaddresses of the server (PC) and the device must be in the sameonlet

segment when connecting tahe software

Pagel|24 Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A User Manual

Installation

6.1 Installation Environment

Please refer to the following recommendations for installation.

N
KEEP DISTANCE AVOID GLASS AVOID DIRECT AVOID USE OF
REFRACTION SUNLIGHT ANY HEAT SOURCE
AND EXPOSURE NEARTHE DEVICE

6.2 Device Installation

Stick the mounting template sticker to the wall and drill holes accorditmy the mounting template
sticker.
Fix the backplate on the wall using wall mounting screws

Attach the device to the backplate

Attach the device to theébackplate with a security screw

o 4}@-0 e
39 e@@@
,i
WW |
I|
lell
& (4
=

=rr——
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7 Main Menu

PresdM/OK on the initial interface to enter the main menu, as shown below:

Main Menu Main Menu
UserMgt. UserRole  COMM. System Personalize Data Mgt. Intercom Access Co
ntrol
Personalize DataMgt. Intercom Access Co USB Man: Manag Attendance Autotest System Inf
ntrol er Search
Function Description
Menu ‘ Description

User Mgt. To Add, Edit, View, and Delete information of a User.

User Role To set thepermission scope of the custom role and enroller for the users, for example the
system's operating rights.
COMM To set the relevant parameters of Network, PC ConnectionfFvs Cloud Serveand
: Network Diagnosis.
To set parameters related to the system, including Date Tidendance/Access Logs
System Settings,Face Fingerprint, Device Type Settings, Security Settingk$SB UpgradeUpdate
Firmware Onlineand Resetting to factory settings.

To customize sethgs of User Interface, Voice, Bell Schedules, Punch State Options and
Shortcut Key Mappings settings.

Personalize
Data Mgt. To delete the data.
Intercom To set relevant parametersf intercom, includingSIP, Doorbell and ONVIF Settings.
To set the parameters of the lock and the relevant access control device divau

options like Timerule, Holiday Settings, Combine verificationand Duress Option
Settings.

Access
Control

USB Manager To upload or download the specific datay a USB drive.

Attendance | To query the specifiecevent logs check Attendance Photos and Blocklist attendance
Search photos.

Autotest To automatically test whether each module functions properlincluding the LCD
Screen, AudioMicrophone,Keyboard fingerprint sensor, camerand RealTime Clock.
To view Privacy Policy, Data Capacity and Device and Firmware informaifothe

System Info current device.
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User Management

8.1 New User Registration

When the device is on the initial interface, prdgsOK and enter[User Mgt.] > [New User].

Iain hienu User Mgt

— e All Users

User bAgt. User Role  COkAbA. System

Display Style
Personaliz Datahvigt. Access  Attendanc
e Cantrol e Search
Register a User Iand Name
Enter the User IDand Name.
New User
User D
1
Mame
User Rale
Marmal User
Fingerprint
i
Face
i

Note:
A name carbe takenup to 36 characterdong.

The user ID may contain fo 14 digits by default, supporting bothnumbers and alphabetic
characters

During the initial registration, you can modify your JBut not after registration.

If the message Duplicated!" appears, you must choose a different User ID because the one you
entered already exists.
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User Role

On theNew Userinterface, selectUser Roleto set the user’'sole as eitheNormal Useror Super
Admin.

Super Admin: The Super Administrator owns all management privileges in the Device.

Normal User: If the Super Admin is registered already in the device, then the Normal Users will
not have the privilege to manage the system and can only access authentic \atiiits.

User Defined Roles:The Normal User can also be assigned custom roles with User Defined Rol
The user can be permitted to access several menu options as required.

IUser Role
Marmal User

() Super Admin

Note: If the selected user role the Super Admin, then the user must pass the identity authentication
to access the main menu. The authentication is based on the authenticatreethod(s) that the super
administrator has registered.

Register Fingerprint

SelectFingerprint in the New Userinterface to enter the fingerprint registration page.
Select the finger to be enrolled.
Press the same finger on the fingerprint reader three times.

Green indicates that the fingerprint was enrolled successfully.

Enroll Fingerprint Enroll Fingerprint(2-&)

—~ —~ -
M [ ] [ Y M Enrolled successiully

~ |/ | | 1] 1~
( A | 1 [ 2 | /_ \.I I | (
(<! J |/ 171 ‘ 8 |
LU/ JU®
- \__/ Ii_ / s =
Pola
2B

Flease select the finger to be enrolled

e
By

Register Face

SelectFacein the New Userinterface to enter the face registration page.

Please face towards the camera and place yourself in suchyathat your face image fits inside
the white guiding box and stays still during face registration.
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A progress bar shows up whilegistering the face and thenEnrolled Successfully' message is
displayed as the progress bar completes.

If the face is registered already then, thBuplicated Face" message shows up. The registration
interface is as follows:

Enroll Face

* Enrolled successhuly

Card

SelectCardin the New Userinterface to enter the card registration page.

On the card interface, swipe the card under the card reading area. The registration of the dalbw
successful.

If the card has already been registered, the messagedr! Card already enrolled" appears. The
registration interfaceappears as follows

Enroll Card Mumber Enroll Card Mumber

Flease swipe card Card Mumber:303709

) Q)

Password

SelectPasswordin the New Userinterface to enter the password registration page.
On the Password interface, enter the required password angméer to confirm it andpressM/OK.

If the reentered password is different from the initially entered password, then the device pptsn
the message asPassword not match!", where the user needs to feonfirm the password again.

The password may contain 6 to 8 digits by default.
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Password Passwaord

Please input Please re-type the passward.

| ferkobopterot ot

Confirm (0K Cancel (ESC) Confirm (OK) Cancel (E5C)

Profile Photo

SelectProfile Photo in the New Userinterface to go to the Profile Photo registration page.

Profile Photo

TapProfile Photo, the device’s camera will open, thearessM/OK to take a photo. The captured
photo is displayed on the top left corner of the screen.
Note: While registering a face template, the system automatically capturehatp as the user profile
photo. If you do not register a profile photo, the system automaticallyssthne photo captured while
registration as the default photo.

Access Control Role

TheAccess Control Rolesets the door access privilege for each user. It includes the access group, tim
period and duress fingerprint

Enter [Access Control Rolé > [Access Grouf to assign the registered users to different groups
for better management. New users belong to Group 1 by default and can besigasd to other
groups. The device supports up to 99 Access Control groups.

TapTime Period, to select theime to use.

The user may specify one or more fingerprints that have been registered as a duress fingéspri
When press the finger corresponding to the duress fingerprint on the sensor and pass the
verification, the system will immediately generate a duress alarm.
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Access Control

Access Group
Time Period

Curess Fingerprint
Undefined

All Users

When the device is on the initial interface, prdgsOK and enter[User Mgt.] >[ All Users].

On the All Usersinterface, tap on the search bar on the user’s list to enter the required retrieval
keyword (where the keyword may be the user ID, surname, or full name) and the systitsearch
for the related user information

User Mgt All Users

1

Mew lser U
b

e All Users I

3 3

Display Style
4 I3

Edit User

On theAll Usersinterface, tap on the required user from the list atap Edit to edit the user
information.

User; 1 Edit - 1

Edit User 1D

Delete Hame
User Role
Marmal User
Fingerprint
1
Face
1

Note: The process of editing the user information is the same as adding a new egegpt that the

User ID cannot be modified while editing a user. The process in detail refetdder"Reqistratioh

Page|31 Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A User Manual

Delete User

On theAll Usersinterface, tap on the required user from the list atap Delete to delete the user or
specific user information from the device. On tlielete interface, tap on the required operation, and
then pressM/OK to confirm the deletion.

Delete Operations:

Delete User:Deletes all the user information (deletes the selected User as a whole) from ¢évec®,
Delete User Role OnlyDeletes the user's administrator privileges and make the user a normal user.
Delete Fingerprint Only: Deletes the fingerprint information of the selected user

Delete Face Only:Deletes the face information of the selected user.

Delete Password Only:Deletes the password information of the selected user.

Delete Card Number Only:Deletes the card information of the selected user.

Delete Profile Photo Only: Deletes theprofile photo of the selected user.

User: 1 Delete : 1
Edit Delete User
Delete Delete User Role Only
Delete Fingerprint Only
Delete Face Cnly
Celete Password Only
Display Style

When the device is on the initial interface, prdgéOK and enter[User Mgt.] > [Display Style].

User Mgt Cisplay Style
Mew User (O Multiple Line

e All Users Mixed Line

Display Style
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All the Display Styles are shown as below:

Multiple Line: Mixed Line:
All Users All Users
2 2 n
s
3 3 &
&
4 4 &
3
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User Role

User Roleallows you to assign specific permissions to certain users based on thgirirements.

When the device is on the initial interface, pradgdOK and enter[User Rold > [User Defined Rol€g
to set the user defined permissions.

The permission scope of theustom role can be set up into 3 roles, that is, the custom operating

scope of the menu functions of the user.

User Role

User Defined Role 1
IUser Defined Role 2

User Defined Role 3

9 Enroller

On the User Defined Roleinterface, toggle Enable Defined Roleto enable or disable the user
defined role.

User Defined Role 1
Enahble Defined Role

Marme

User Defined Raole 1
Define User Role

Then, by selecting on Define User Role, select the required privileges for the new rolehand t
pressthe M/OK key.

First tap on the requiredMain Menu function name, thenpressM/OK and select its required sub
menus from the list.

User Defined Role 1 User Mgt.
[V] Usar hgt. [ Mew User
COhdAb, all Users
System Display Style

[ Persanalize

[ Data kgt
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Note: If the User Role is enabled for the Devieefer [User Mgt.] > [New Usel] > [User Rolq to assign the
created roles to the required users. But if there is no super administrator registerdéige Device, then the
device will prompt 'Please enroll super adminfirst! " when enabling the User Role function.
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10Communication

Communication Settings are used to set the parameters of the Network, PC Cdione®ViFig Cloud

Server, and Network Diagnosis.

When the device is on the initial interface, pregéOK and selectCOMM.

COMM.

e PC Connecticn
) wiFi settings

B Cloud Server Settings

Network Diagnosis

10.1 Ethernet

When the device needs to communicate with a Ri@the Ethernet, you need to configure network
settings and make sure that the device and the PC coniggto the same network segment.

SelectEthernet on the COMM. Settings interface to configure the settings.

Ethemet
Display in Status Bar
[ @]

1P
Subnet Mask

255.255.255.0
Gateway

192.168.163.1
NS

Function Description:

Display in Status Bar Toggle to set whether to display the network icon on the status bar.

The default IP address is 192.168.1.201. It can be modifiedrdicgpto the

IP Address network availability.

The default Subnet Mask is 255.255.255.0. It can be modified according to

Subnet Mask the network availability.
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Gateway

DNS

DHCP

The Default Gateway addss is 0.0.0.0. It can be modified according to the
network availability.

The default DNS address is 0.0.0.0. It can be modifietbraing to the
network availability.

Dynamic Host Configuration Protocol dynamically allocates IP addessfor
clients via server.

PC Connection

Comm Key facilitates to improve the security of the data by setting up the ommication between the
device and the PC. Once the Comm Key is set, a password is required to connect ibe ttethe PC

software.

SelectPCConnection on the COMM. Settings interface to configure the communication settings.

Function Description

Comm Key

Device ID

TCP COMM. Port

HTTPS

Page|37

PC Connection
Comm Key

xxxxxx
Device ID

TCP COMM.Port

HTTPS

The default password is 0 and can be changed.
The Comm Key can contain 1 to 6 digits.

It is the identification number of the device, which ranges between 1 and 254.
The factory default value is 4370. Please set the value as per the requirements.

To increase the security afoftware access, users can enable the HTT
protocol to create a secure and encrypted network transmission and assure
the security of sent data through identity authentication and encrypte
communication.

This function is enabled by default. This function can beabled or disabled
through the menu interface, and when changing the HTTPS status, the device
will pop up a security prompt, and restart after confirmation.
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Wi-Fi Settingsae

The device provides a WAi module, which can be builin within the device moduleor can be
externally connected.

The WiFi module enables data transmission via-¥li(Wireless Fidelity) and establishes a wireless
network environment. WiFi is enabled by default in the device. If you don't need to use theFWi
network, you can toggleéhe WiFi to disable the button.

SelectWi-Fi Settings on the COMM. Settings interface to configure the \ARi settings.

Wi-Fi Settings

WiIFI

Searching the Wi-Fi Network

Wi-Fiis enabled in the device by default. Toggle tl".' button to enable or disable WFi.
Once the WAFiis turned on, the device will search for the available-M/within the network range.

Tap on the required Wi name from the available list and input the correct password in the
password interface, and thepressM/OK.

Wi-Fi Seftings zkcs
WIFI .
Security: WPAPSKAWPAZPSEK
CMW-AP Cannacted Signal Strength: Yery Strong
Password
zkes "'-45““
Tenda_testl ""'3'“
Y
ZYPT-HW4 - Connect to Wi-Fi (2K) Cancel (ESC)
WIFI Enabled:Tap on the required Tap on the password field to enter the
network from the searched network list. password andoressM/OK.

When the W-Fiis connected successfully, the initial interface will display thefA = logo.

Adding Wi-Fi Network Manually

The WiFi can also be added manually if the required-FAfidoes not show on the list.
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Wi-Fi Settings Add Wi-Fi Network
HUAWEI-10GB09 =) MNetwork Mode
INFR A
Auth, Mode
l
'ﬂ OPEM
E)

Zkfufu

Tap onAdd Wi-Fi Network to add the

Wi-Fimanually.

On this interface, enter the WWFinetwork
parameters. (The added network must

exist.)

Note: After successfully adding the WWFimanually, follow the same process to search for the added Wi

Fi name.

¥, Advanced Setting

On theWi-Fi Settings interface,tap Advanced to set the relevant parameters as required.

Wi-Fi Settings Ethernet
li IP Address
'B 0.0.0.0
ZKfufu Subnet Mask
£ 0.0.0.0
Add Wi-Fi Metwaork Gateway
0.0.00
0000

Function Description

DHCP

IP Address

Subnet Mask

Gateway

DNS
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Dynamic Host Configuration Protocol (DHCP) dynamically allocat®s
addresses to network clients. If the DHCP is enabled, then the IP cannot be set
manually.

The IP address for the Wi network, thedefault is 0.0.0.0. It can be modified
according to the network availability.

The default Subnet Mask of the Wi network is 255.255.255.0. It can
modified according to the network availability.

The Default Gateway address is 0.0.0.0. It can be modified acaprdirthe
network availability.

The default DNSis 0.0.0.0. It can be modified according to the netwc
availability.
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10.4 Cloud Server Settings

SelectCloud Server Settingson the COMM. Settings interface to connect with the ADMS server.

Cloud Server Setfings

Enahle Domain Mame
Server Address
0.0.0.0

Server Port
a0at

Enable Proxy Server

Function Description

Enable
Domain Server Once this mode is turned ON, the domain name mode "http://... " will be
Name Address  used, such as http://www.XYZ.com, while "XYZ" denotes the domaime.
Disable Server The IP address of the ADMS server.
. Address
Domain Server
Name Port Port used by the ADMS server.

The IP address and the port number of the proxy server is set manually

Enable Proxy Server when the proxy is enabled.

10.5 Network Diagnosis

It helps toset the network diagnosis parameters.

SelectNetwork Diagnosis on the COMM. Settings interface. Enter the IP address that needs to be
diagnosed andtap Start the Diagnostic Testto check whether the network can connect to the device.

Metwork Diagnosis

Start the Diagnostic Test
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11 System Settings

It helps to set related system parameters to optimize the accessibilitthefdevice.
When the device is on the initial interface, prdggOK and selectSystem.

Access Control Terminal:

System System

D Access Logs Settings 0 Security Settings

O Face USE Upgrade

(@) Fingerprint o Update Firmware Online

Time Attendance Terminal:

System

Device Type Settings

0 Security Settings
USB Upgrade

o Update Firmware Online

11.1 Date and Time

SelectDate Timeon the Systeminterface to set the date and time.

Date Time Date Time

[Date Format
et the MNTP Zerver Address

0.cn.pool.ntp.org -0
Daylight Sawing Ti
Zelect Time Zone &g aving time " @
UTC+8:00
Dl e T O Daylight Saving kode .
. By Date/Time

Date Format

Y- blA-OD

vy TapNTP Serverto enable automatic time synchronization based on the service address gnter.

vy TapManual Date and Time to manually set the date and time and then ta&ponfirm and save.

Pagel|4l Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A User Manual

TapSelect Time Zoneto manually select the time zone where the device is located.

Enable or disable this format by tapping 24our Time. If enabled, thetap Date Format to set
the date.

Tap Daylight Saving Time to enable or disable the functionIf enabled, tapDaylight Saving
Mode to select a daylightsaving mode and then tafaylight Saving Setup to set the switch

time.

Daylight Saving Setup Daylight Saving Setup
Start honth 1 Start Date 00-00
Start Week 1 Start Time 0000
Start Day Sunday End Date 00-00
Start Time 0000 End Time 0000
End honth 1

Week Mode Date Mode

When restoring the factory settings, the time (2¥ur) and date format (YY¥MM-DD) can be
restored, but the device date and time cannot be restored.

Note: For example, if a user sets the time of the device from 18:35 arcM15, 2020 to 18:30 on
January 1, 2021. After restoring the fact@gttings, the time of the device will remain at 18:30 on
January 1, 2021.

Access Logs Settings Attendance

SelectAccess Logs Settingd Attendance on the System interface.

Access Control Terminal:

Access Logs Settings
Camera Mode

Mo photo
Display User Photo

Alphanumetic User 1D
Access Log Alert

33
Feriodic Del of Access Logs

Disabled
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Time Attendance Terminal:

Attendance

Duplicate Punch Periodim)
1

Camera Mode
Mo phota
Dizplay User Phato

Alphanumeric User ID

attendance Log Alert

39

Function Description of Access Control Terminal:

This function is disabled by default. When enabled, a secu
prompt will pop-up and the sound of shutter in the camera will
turn on mandatorily. There are 5 modes:

No photo: No photo is taken during user verification.

Take photo, no save: Photo is taken but not saved during

verification.
Camera Mode

Take photo and save: All the photos taken during verification is
saved.

Save on successful verification: Photo is taken and saved for each
successful verification.

Save on failed verification: Photo is taken and saved only for each
failed verification.

Alphanumeric User ID Enable/Disable the alphanumeric as User ID.

When the record space of the attendance access readhes
maximum threshold value, the device automatically displays the

Users may disable the function or set a valid value between 1 and
9999.

When access logs reach its maximum capacity, the device

automaticdly deletes a set of old access logs.

Periodic Del of Access Logs . ) .
Users may disable the function or set a valid value between 1 and

999.
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Periodic Del of T&A Photo

Periodic Del of Blocklist Photo

Authentication Timeout(s)

When attendance photos reach its maximum capacity, the device
automatically deletes a set of old attendance photos.

Uses may disable the function or set a valid value between 1 and
99.

When block listed photos reach its maximum capacity, the device
automatically deletes a set of old block listed photos.

Users may disable the function get a valid value between 1 and
99.

The amount of time taken to display a successful verification
message.

Valid value: 1 to 9 seconds.

Function Description of Time Attendance Terminal:

Duplicate Punch Period(m)

Camera Mode

Display User Photo

Alphanumeric User ID

Page|44

Within a set time period (unit: minutes), the duplicated attendance
record will not be reserved (value ranges from 1 to 999999
minutes).

This function is disabled by default. When enabled, a secu
prompt will pop-up and the sound of shutter in the camera will
turn on mandatorily. There are 5 modes:

No photo: No photo is taken during user verification.

Take photo, no save: Photo is takenbut not saved during
verification.

Take photo and save: All the photos taken during verification is
saved.

Save on successful verification: Photo is taken and saved for each
successful verification.

Save on failed verification: Photo is taken and saved only for each
failed verification.

Whether to display the user photo when theser passes the
verification.

Enable/Disable the alphanumeric as User ID.
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Attendance Log Alert

Periodic Del of T&A Data

Periodic Del of T&A Photo

Periodic Del of Blocklist Photo

Authentication Timeout(s)

Recognition Interval(s)
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When the record space of the attendance reaches the maximum
threshold value, the device automatically displays the memory
space warning.

Users may disable the function or set a valid value between 1 and
9999.
When attendance records reach its maximum storage capach, t

device automatically deletes a set of old attendance records.

Users may disable the function or set a valid value between 1 and
999.

When attendance photos reach its maximum capacity, the device
automatically deletes a set of old attendance photos.

Users may disable the function or set a valid value between 1 and
99.

When block listed photos reach its maximum capacity, the device
automatically deletes a set of old block listed photos.

Users maylisable the function or set a valid value between 1 and
99.

The amount of time taken to display a successful verification
message.

Valid value: 1 to 9 seconds.

After the intervalidentifying is clicked (selected), for example, if the
comparison interval is set to 5 seconds, then the face recognition

will verify the face every 5 secondgalid value: @o 9 seconds0
meanscontinuous identifying, 1 to 9 meangdentifying at intervals.
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11.3 FaceParameters

SelectFaceon the Systeminterface to go to the face template parameter settings.

Face

Face

1:1 Threshold

Face Enroliment Threshald

Image Quality

Facial Recognition Distance

Anti-spoofing Using MIR

an o
Binocular Live Detection Threshold

7 30
Face AE

40
WDR

Far

Face

Einocular Live Detection Threshald
an
Face AE

WDR

anti-flicker Mode

Digable

Function Description

1:N Threshold Value

1:1 Threshold Value

Face Enrollment Threshold
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Under 1:N verification mode, the verification will only be successful
when the similarity between the acquired facial image and |
registered facial templates is greater than the set value.

The valid value ranges frofito 100. The higher the thresholds, the
lower the misjudgement rate and the higher the rejection rate, and
vice versa. It is recommended to set the default valuel@f

Under 1:1 verification mode, the verification will only be sucsks
when the similarity between the acquired facial image and tt
user’s facial templates enrolled in the device is greater than the set
value.

The valid value ranges frorito 100. The higher the thresholds, the
lower the misjudgement rate and the higher the rejection rate, and
vice versa. It is recommended to set the default value of 63.

During face enrollment, 1:N comparison is used to determi
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Image Quality

FaceRecognition Distance

LED Light TriggerValue

Anti-spoofing Using NIR

Binocular Live Detection
Threshold

Face AE

WDR

Anti -flicker Mode

Face algorithm
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whether the user has already registered before.

When the similarity between the acquired facial image and
registered facial templates is greater than the set threshold,
indicates thd the face has already been registered.

It is the image quality for facial registration and comparison. The
higher the value, the clearer image is required.

The farther the individual is, the smaller the face, and the smaller
number of pixels of the face obtained by the algorithm. Therefore,
adjusting this parameter can adjust the farthest comparisc
distance of faces.

This value conbls the turning on and off of the LED light. TF
larger the value, the LED light will turn on or off more frequently.

Using nearinfrared spectra imaging to identify and prevent fak
photos and videos attack.

It is convenient to judge whether the nedanfrared spectral imaging
is fake photo and video. The larger the value, the better the anti
spoofing performance of neaimfrared spectral imaging.

When the face is in front of the camera Face AE mode, thi
brightness of the face area increases, while other areas becc
darker.

Wide Dynamic Range (WDR) balances light and extends im
visibility for surveillance videos under high contrast lighting scenes
and improves object identification under bright and dark
environments.

It is used when WDR is turned off. It helps to reduce flicker when the
device’s screen flashes at the same frequency as the light.

It has facial algorithm related informtaon and pause the facia
template update.
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Fingerprint

SelectFingerprint on the Systeminterface to go to the Fingerprint parameter settings.

Fingerprint
1:1 Threshald

1:M Threshold
35
FF Sensor Sensitivity
Lo
1:1 Retry &ttempts
3
Fingerprint algarithm

Finger ¥x13.0

Function Description

Under 1:1 verification method, theerification will only be

1:1 Threshold successful when the similarity between the acquired fingerprint
data and the fingerprint template associated with the entered user
ID enrolled in the device is greater than the set value.

Under 1:N verification method, the verification will only be
successful when the similarity between the acquired fingerprint
data and the fingerprint templates enrolled in the device is greater
than the set value.

1:N Threshold

To set the sensibility of fingerprint acquigin. It is recommended to
use the default levelMedium™. When the environment is dry,
resulting in slow fingerprint detection, you can set the level to
"High" to raise the sensibility; when the environment is humid,
making it hard to identify the fingerprint, you can set the level to
"Low".

FP Sensor Sensitivity

In 1:1 Verification, users might forget the registered fingerprint, or
1:1 Retry Attempts press the finger improperly. To reduce the process ofrgering
user ID, retry is allowed.

Used toswitch the version of the fingerprint algorithmThe default

Fingerprint Algorithm is Finger VX13,&an switch td=inger VX10.0
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To set whether to display the fingerprint image on the screen
during fingerprint enroliment or verification. Four choices are
available:

Show for Enroll: to display the fingerprint image on the screen only
during enroliment.

Fingerprint Image Show for Match: to display the fingerprint image on the screen
only during verification.

Always Show:to display the fingerprint image on screen during
enrollment and verification.

None: not to display the fingerprint image.

Device Type Settings

SelectDevice Type Settingon the Systeminterface to configure the Device Type Settings.

Device Type Settings

Communication Protocol PLUSH Protocal

Device Type A&C PUSH

Function Description

Set the device communication protocol. (BEST protocaugable

Communicatigiibrotees for ZKBio Zlink, please refer &2 Connecting to ZKBio Zlink We)

Device Type Set the device as an access control terminal or attendance terminal.

Note: After changing the device type, the device will delete all the data and restart, andesmctions
will be adjusted accordingly.
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Security Settings

SelectSecurity Settings on the Systeminterface to go to the Security settings.

Security Settings

Standalone Communication
55H

User 1D Masking

Dizplay Verification Mame

Dizplay Yerification hMode

Function Description

To avoid being unable to use when the device is offline, you can
Standalone Communication download the C/S software (such as ZKAccess 3.5) on your
computer in advance for offline use.

SSH SSH is used to enter the background of the device for maintenance.

When enabled, and then the user is successfully compared and
verified, the User ID in the displayed verification result will be
replaced with an * to achieve secure protection of sensitive private
data.

User ID Masking

Set whether to display the username in the verification result

Display Verification Name interface.

Set whether to display the verification mode in the verification

Display Verification Mode PR [t interface.

After disablethis function, face reegistration is required after an

Save Photo as Template algorithm upgrade.
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USB Upgrade

The device's firmware program can be upgraded with the upgradle fn a USB drive. Before conducting
this operation, please ensure that the USB drive contains the correct upgraeeuid is properly inserted
into the device.

If no USB disk is inserted in, the system gives the following prompt after tap USB Upgrade on the
System interface.

SelectUSB Upgradeon the Systeminterface.

USB Upgrade

I\

Errorl Failed to read USE disk.

£

_ Note: If upgrade file is needed, please contact our technical support. Kiere upgrade is not

recommenced under normal circumstances.

Update Firmware Online

SelectUpdate Firmware Online on the System interface.

Update Firmware Online

Enahle Firmware Update Online

Check for Updates

The Firmware Update Online function is enabled by default. TCigeck for Updatesit may have the
following 3 scenarios:

If the query fails, the interface witrompt "Query failed".
If the firmware version of the device is latest, it will prompt that the current fivare version
is already the latest.
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If the firmware version of the device is not the latest, the version number and changeofog
the latest versim will be displayed. Users can choose whether to update to the latest

firmware version.

Factory Reset
The Factory Reset function restores the device settings such as communicaétiings and system
settings, to the default factory settings (this functiadoes not clear registered user data).
SelectReseton the Systeminterface and then tapgOKto restore the default factory settings.
System

e Device Type Settings

Security Settings

Reset?Restart

oK

Cancel
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Personalize Settings

When the device is on the initial interface, prdg¢OK and selectPersonalize to customizethe
interface settings, voice, bell, punch state options, and shortcut keyppiags.

Personalize

User Interface

g W oice

Bell Schedules
E Punch State Options
) Shortout Key hMappings

User Interface

SelectUser Interface on the Personalize interface to customize the display style of the main interface.

User Interface User Interface
\Wallpaper kenu Timeout(s)
240
Language ldle Time to Slide Show(s)
English 60
kenu Timeout(s) Slide Show Interval(s)
399339 30
Idle Time to Slide Show(s) Idle Time to Sleepim)
G0 30
Slide Show Interval(s) kain Screen Style
20 Style 1

Function Description

It helps to select the main screen wallpaper according to the user

Wallpaper preference.

Language It helps to select the language of the device.

When there is no operation, and the time exceeds the set valhe,

device automatically goes back to the initial interface.

Menu Timeout (S) ] _ _ .
The function can either be disabled or set the required value

between 60 and 99999 seconds.

When there is no operation, and the time exceeds the set value, a
Idle Time to Slide Show (s) slide stow is displayed. The function can be disabled, or you may
set the value between 3 and 999 seconds.
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It is the time interval in switching between different slide show
Slide Show Interval (s) pictures. The function can be disabled, or you may set the intérva
between 3 and 999 seconds.

If the sleep mode is activated, and when there is no operation in

Idle Time to Sleep (m) the device, then the device will enter standby mode.

This function can be disabled or set a value within 1 to 999 minutes.

The style of the main screen can be selected according to the user

Main ScreenStyle
preference.

Voice

SelectVoice on the Personalize interface to configure the voice settings.

Yoice

‘oice Prompt
k.eyhoard Prompt

Yolume
70

Function Description

. T le to enable or disable the voice prompts during function
Voice Prompt ogg'e 1o I volice prompts during funct

operations.
Keyboard Prompt Toggle to enable or disable the keypad sounds.
Volume Adjust the volume of the device which can be set between 0 to 100.

Bell Schedules

SelectBell Scheduleson the Personalize interface to configure the Bell settings.

Bell Schedules

Mew Bell Schedule

All Bell Schedules
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New Bell Schedule:

TapNew Bell Scheduleon the Bell Scheduleinterface to add a new bell schedule.

Bell Schedules Mew Bell Schedule
New Bell Schedule Bell Status
All Bell Schedules Bell Time
Repeat
Mewver
Fing Tone
hell01 wav
Internal Bell Delay(s)
5
Function Description
Bell Status Toggle to enable or disable the bedtatus.
. Once the required time is set, the device automatically triggers to
Bell Time . . :
ring the bell during that time.
Repeat Set the required number of counts to repeat the scheduled bell.
Ring Tone Select a ringtone.

Set the replay time of the internal bell. Valid values range from 1 to
999 seconds.

Internal Bell Delay(s)
All Bell Schedules:
Once the bell is scheduled, on thgell Schedulesinterface, tapAll Bell Schedulesto view the newly
scheduled bell.

Edit the Scheduled Bell:
On theAll Bell Schedulesinterface, tap on the required bell schedule, and t&glit to edit the selected
bell schedule. The editing method is the same as the operations of adding a nelxsbeédule.

Delete a Bell Schedules:
On theAll Bell Schedulesinterface, tap the required bell schedule, tdpelete, and then tapYesto
delete the selected bell.
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Punch States Options

SelectPunch States Optionson the Personalize interface to configure the punch state settings.

Punch State hdode Punch State Cptions

off

O

fwlanual hode

O

(O Auto viode
Ianual and Auto hode

(O Manual Fixed vode

Function Description

Punch State Mode

Punch State Timeout(s)

Punch State Required
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Punch State hdode
kanual and Auto hMode
Punch State Timeout(s)
=
Punch State Required

Off: Disable the punch state function. Therefore, the punch state
key set under Shortcut Key Mappings menu will become invalid.

Manual Mode: Switch the punch state key manually, and tF
punch state key will disappear after Pah State Timeout.

Auto Mode: The punch state key will automatically switch to a
specific punch status according to the predefined time schedule
which can be set in the Shortcut Key Mappings.

Manual and Auto Mode: The main interface will display the auto
switch punch state key. However, the users will still be able
select alternative that is the manual attendance status. Af
timeout, the manual switching to punch state key will becom
auto-switch punch state key.

Manual Fixed Mode: After the punch statekey is set manually to a
particular punch status, the function will remain unchanged until it
is being manually switched again.

Fixed Mode: Only the manually fixed punch state key will b
shown. Users cannot change the status by taping any other keys.

It is the time for which the punch state displays. The value ranges
from 5 to 999 seconds.

Select whether an attendance state needs to be selected a
verification.

ON: Attendance state needs to be selected after verification.

OFF: Attendance state need not requires to be selected aft
verification.
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Shortcut Key Mappings

Users may define shortcut keys for attendance status and functional kdyistwwill be defined on the
main interface. So, on the main interface, when the shortcut keys are tapped, the camelipg
attendance status or the function interface will be displayed directly.

SelectShortcut Key Mappings on the Personalize interface to set the required shortcut keys.

Shortcut Key Mappings
p ey
Check-In
Dawyn Key
Check-Cut
Left key
Cverdime-In
Right Key
Cvertime-Out

On the Shortcut Key Mappings interface, tap on the required shortcut key to configure the
shortcut key settings.

On theShortcut Key (example, "Up Key") interface,tap function to set the functional process of
the shortcut key either as punch state key or function key.

If the Shortcut key is defined as a function key (such as New user, All userg,te&configuration
is completed as shown in the image below.

p Key Up Key
Punch State Yalue Function

] ew Lser
Function

Punch State Options
Marme

Check-In
Set Switch Time

If the Shortcut key is set as a punch state key (such as check in, checktons then it is required
to set the punch state value (valid value 0 to 250), name.

Set the Switch Time

The switch time is set in accordance with the punch state options.
When thePunch State Mode is set toAuto Mode, the switch time should be set.
On theShortcut Key interface, tapSet Switch Timeto set the switch time.

On the Switch Cycle interface, select the switch cycle (Monday, Tuesday, etc.) as shovihei
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image below.

Switch Cycle

[] mMonday

[7] Tuesday

[ Wednesday

[ Thursday

[4] Friday

Set Switch Time

Switch Cycle Daily
fonday

Tuesday

Wednesday

Thursday

Once the Switch cycle is selected, set the switch time for each day, andOtapo confirm, as

shown in the image below.

M +

HH

Confirm (CK)

hlonday

13:57

+
5T

bl

Cancel (E5C)

Set Switch Time
Switch Cycle Craily
honday 1887
Tuesday
Wednesday
Thursday

Note: When the function is set to Undefined, the device will not enable the punchistkey.
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Data Management

When the device is on the initial interface, pragdéOK and selectData Mgt. to managethe relevant
data in the device.

Data kMgt

6 Celete Data

SelectDelete Data on the Data Mgt. interface to delete the required data.

Delete Data Delete Data
Delete Access Records Delete Uszer Photo Templates
Delete Attendance Photo Celete Profile Photo
Delete Elocklist Photo Delete Wallpaper
Delete All Data Delete Screen Savers
Delete Admin Rale Delete Contact List

Function Description

Delete Access Records$
Attendance Data

To delete the access records & attendardaga conditionally.
Delete Attendance Photo To delete attendance photos of designated personnel.
Delete Blocklist Photo To delete the photos taken during failed verifications.

To delete the information and access records & attendadega of
all registered users.

Delete All Data
Delete Admin Role To remove all the administrator privileges.
Delete Access Control To delete all the access data.

To delete user photo templates in the device. When deleting
Delete User Photo Templates template photos,there is a risk reminder: “Face-registration is
required after an algorithm upgrade.”
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Delete Profile Photo To delete all the profile photos on the device.
Delete Wallpaper To delete all the wallpapers in the device.
Delete Screen Savers To delete althe screen savers in the device.
Delete Contact List To delete all contact list of video intercom in the device.

The user may seled@elete All or Delete by Time Rangewhen deleting the access records
attendancedata, to Delete by Time Range you needto set a specific time range to delete all data
within a specific period.

Delete Access Records Start Time
Delete All 2024-03-14 00:00

Celete by Time Range
03 14 0o 00

YYYY MM DD HH MM

Caonfirm (OK) Cancel (ESC)
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Intercom

When the device is on the initial interface, prdgsOK and selectintercom to set relevant parameters
of intercom, including SIP, Doorbell and ONVIF Settings.

Intercom
' SIP Settings

Doorbell Setting

ONVIF Settings

14.1 SIP Settings

SelectSIP Settingson the Intercom interfaceto configure the setthgs.

Note: This function needs to be used with the indostation.

SIP Settings Local Settings
Local Settings SIP Server
Call Options taster Account Settings
Contact List Backup Account Settings
Calling Shortcut Settings Device Type

Entrance Station
sdvanced Settings Local Information

Master Account Settings
Master Account Settings

Enable Domain Name
Server Address
Server Port

5060
Display Name
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Function Description

Select whether to enable the&SIPserver.When it is enabled, the server

SIP Server account needs to be set.

Selectwhether to enable the materaccount settings. After enabling, it i
necessary to set the server address, server ptigplay name, usemame,
verify ID passwordand transport protocol (Note: Turning off this feature
will disable the SIP server functign.
Enable Domain Name: Selet¢ whether to enable thedomain name
mode.
Server Address Enter the server address.
Server Port: Enter the server port.
Display Name: Enter thedisplayname of server.
User Name Enter theusername of server.
Local Settings Verify ID: Enter theverify IDof server.
Password: Enter the password of server.
Transport Protocol: Set the transport protocol between the devicand
indoor station.

Master
Account
Settings

Backup
Account Selectwhether to enable thebackupaccount settings.
Settings
. When using a local area network for intercom, enter thklevice port
Device Port
number.
Device Can be set asEntrance Station, Access Control Terminal or Fel
Type Terminal.
Local Set specift locationinformation of the device including the blockunit,
Information  floor and door number.
Transport . . .
P Set the transport protocol betweethe deviceand indoor station
Protocol
Calling Set the time of call, valid value 30 to 60 seconds.
Delay(s)
o Set the time of intercom, valid valug0 to 120 seconds.
Delay(s)
Call Volume . . .
. Set the volume of the call, with valid value ranging from O to 100
Settings
Call Options = Call Type Set the call type to/oice only orVoice+Video.
Auto . .
Selectwhether to enable theauto answerfunction. When it isenabled,
Answer . . . . . .
. the device will automatically answer if the indoor station calls.
Settings
Auto- . . . . . .
The device will automatically answer after the set delay time if thedod
Answer . .
. station calls, valid value 0 to 10 seconds.
Delay Time
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Encryption | It is disabled by defai

When the SIP server is disabled, the device number and call address of the ir

Contact List stations can be added here.

It can be set as Standard Mode Direct Calling Mode.
In Standard modethere are 3 shortcut keys that can be defined in

Calling the device:Management Center, ROOMland ROOM2 You can set
Shortcut Call Mode a shortcut keyto call theindoor station quickly without entering the
Settings IP addres®r numberof the indoorstation each time.

In Direct Calling modethe user can call multiple indoor stations at
the same time.

DTMF Type Set the DTMF type as AUTO, SIP INFO or RFC2833.

Advanced
Settings

The valueshould be setas same as the value of TMFin the indoor

DTMF station.

Thedevice and the indoor stationto achieve video intercom there are two modes, respectively, the LAN
and SIP server

Local Area Network Use

Setthe indoor stationto the same network segment as thgevice.
On the SIP Settingsinterface, enter[Advanced Settings] > [DTMHF to set the valueassame as the
value of D'MFin the indoor station.

SIP Settings Advanced Settings
Local Seftings DTHMF Settings
Call Options PTHF Type SIP INFO
DTMF

Calling Shortcut Settings 1234

Advanced Seftings

On theSIP Settingsinterface, entefContact List]> [Add] to add the connected indoor station
Note: TheContact Listis only available when the SIP Servedisabled
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SIP Settings Contact List Calling Shortcut Settings
Local Seftings .
Add Device Number
Call Options
101 192.168.1.101 Call Address
Contact List
10z 192.168.1.102
Calling Shortcut Settings
103 192.168.1.103
Advanced Settings Q

Device Number

Please input

oo 02 32

Confirm (O} Cancel (ESC)

Device Number: Customize the number of the indoor station, you can enter this numhmer the
deviceto call the indoor station quickly for video interconFor example232 corresponds t000.02.32
in the Device Number setting.

Call Address: It is the IP Address of the indoor station.

To enable the video intercom functiorgress the doorbell buttor% on thedeviceand enter the IP

address or number of the indoor station in the provided interface.

232

232 -
Waiting for someone to answer...

o+

Ring the Doorbell to Call Admin

Press Up Key to enter .

Canfirm (OK) Cancel (ESC)

Custom the Calling Shortcut Keys

On theSIP Settingsinterface,tap Calling Shortcut Settings to define the shortcut keys

SIP Settings Calling Shortcut Settings Device Number : 232
Local Seftings tanagement Center Enable
101
Call Options Call Mode Name
Standard Mode ROOK
Contact List ROOMI Device Mumber
Enahle z232
Calling Shartcut Seftings ROOMZ IP Address
Enahle 192.168.161.232

Advanced Settings

Name: Customize the name of thehortcut keys.
Device Number: It is the device number that set in th€ontact List Menu.
IP Address:Once the device number is set, it will be automatically displayed.

Then you carpressthe doorbell button % on the deviceand selectthe calling shortcut keys to call

the indoor station.
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‘_ I Waiting for someone to answer...

Ring the Doorbell to Call Admin

Press Up Key to enter .

Caonfirm (OK) Cancel (ESC)

Direct Calling

On the SIP Settingsinterface, enter[Calling Shortcut Settings] > [Call Mode] > Direct Calling
Mode] > [Add]. Select the IP addresses of the indoor stations that you wantdll, then the indoor
stations will be displayed in the list.

Calling Shortcut Settings Calling Shortcut Settings Add
Management Center
(O Standard Mode 101 []192.168.1.101
@ Direct Calling Mad Call Mode
irec ling Mode
9 Direct Calling hMode O 19z1881.102
Add
[ 192.166.1.103
Call Address
192 1681 101 [ 19z.168.1.104
Call Address
192.168.1.232 O‘

Then you carpressthe doorbell button % on the deviceto call the indoor stations at the same time.

Waiting for someone to answer...

Page|65 Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A User Manual

14.1.2 SIP Server

1. On the SIP Settingsinterface,enter [Local Settings]>[SIP Servet to enable it and enter Master
Account Settings] to setthe serverrelated parameters, as shown below:

Local Settings Master Account Settings
SIP Server Master Account Settings
hdaster Account Settings Enable Domain Name
Backup &ccount Settings Server Address
Device Type Server Port
Entrance Station 5060
Local Information Display Name

2. After correctly setting up the SIfhe yellow dotin the upper right corner of the call pageill become
green, indicating that thedeviceis connected to the server. You can then initiate a call to the acto
name of the indoor station.

Note: Customers create their own SIP server.

21JANFRI

e
<

CaliLog Contact

I
as

109 |

Waiting for someone to answer...

Ring the Doorbell to Call Admin
Right key to switch input method, Left key to
back space

Confirm (OK) Cancel (E5C)

For details on the operation and use of ttiedoor station, please refer to théndoor Station $erManual
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14.2 Doorbell Setting

SelectDoorbell Setting on the Intercom interfaceto set the doorbell

Intercom Doorbell Setting

SIP Settings O Doorbell Cnly

Function Description:

Function Name Description

Doorbell Only : When the user clicks on the doorbell button, only
the doorbell rings

Video Intercom Only: When the user clicks on the doorbell button,
Doorbell Setting only the device makes eall.

Doorbell+Video Intercom : When the user clicks on the doorbell
button, the doorbell rings and the device makes a call at the same
time.

14.3 ONVIF Settings

s

. Note: This function needs to be used with theetwork video recorder (NVR).

1. Setthe deviceto the same network segment as the NVR.
2. SelectONVIF Settingson the Systeminterface

ONYIF Setfings
ser Mame
Password

******

Server Port
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EnableDisable theAuthentication Function. When it idisabled
Enable Authentication there is no need to input the User Name and Password when
adding the device to the NVR.

User Name Set the User Name. The default is admin.
Password Set the password. The default is admin.
Server Port The default is 8000, and cannot be modified.

On the NVR systenglick on[Start] > [Menu], thenthe main menu will pop up.

Playback Search Channel Manage Record Manage  Storage Manage

A &% I fH

Alarm Manage UserManage | Network Manage || System Manage

Click[Channel Manage] > [Add Channel] > [Refresh] to search for the device

o
1

EIEEtEE B B 8 & & & & & i}Ii} 8B & ;

10.5.200.122

10.5.0.69

10.5.0.186

10.5.0.86

10.5.0.202

10.5.0.203

105.0.155

105.0.181

10.5.209.183

105.0.198

192.168.1.188 eco 0b6b0123782789d55998

10.5.044 eco 00000000162c5b3e ddc

10.5.209.183 eco 0bd30123454¢9c5620c1

105.0.181 eco 0b6b0123bb95954dbaf8

D8 105.0.155 eco 0b6b012322bbidEd19fc

ot modify IP address

i
o

&
o
g

3
3
o

Delete All
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Select the checkbox for the device you want to add and edit the parameters in the coomdipg text
field, then click onOKto add it to the connection list

@) Adtiticial Intelligonce
a2

Note: The User Name and Password is set in@MVIF Settingsof the device.

After adding successfully, the video image obtaining from the device canviewed in reatime.

20000000 ©®O00 2

For more details, please refer to tidvVR User Manual
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AccessControl

When the device is on the initial interface, prdg¢OK and selectAccess Controlto set the schedule of
the door opening, locks control and to configure other parameters settings rethto access control.

Access Control Terminal:

Access Control

Access Control Options

8 Time Rule Settings

Holidays

Combined Verification

o Duress Options

Time Attendance Terminal:

Access Control

Access Control Options

To get access, the reqgistered user must meet the following conditions:

The relevant door’s current unlock time should be within any valid time zorete user’'s time
period.

The corresponding user’s group must be already set in the door unlock combination (aitttkre

are other groups, being set in the same access combo, then the verification of thosepgrou
members is also required to unlock the door).

In default settings, new users are allocated into the first groufihwthe default group time zone,
where the access combo is "1" and is set in unlock state by default.
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Access Control Options

SelectAccess Control Optionson the Access Controlinterface to set the parameters of the control

lock of the terminal and related equipment.

Access Control Terminal:

Access Control Options

Gate Control Mode

Door Lock Delay(s)

Doar Sensor Delay(s)

Door Sensar Type

Warification hMode

Time Attendance Terminal:

Fassword/Fingerprint'Card/Face

Access Control Options

Verification rode

Fassword/Fingerprint'Card/Face
Door Available Time Feriod
3 1
Mormal Open Time Period
10 Mane
Speaker Alarm
Hormal Close(MC)
Reset Access Settings

Access Control Options

Door Lock Delay(s)

10
Dioor Sensor Delay(s)

1a
Door Sensor Type

Mormal Close(MC)

Doar &larm Delay(s)

an
Speaker Alarm

Function Description of Access Control Terminal:

Gate Control Mode

Door Lock Delay (s)

Door Sensor Delay (s)
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It toggles betweenON or OFFswitch to get into gate control mode
or not.

When set toON, the interface removes the Door Lock Delay, Door
Sensor Delay, and Door Sensor Type options.

The length of time that the device controls the electric lock to be in
unlock state.

Valid value: 1~99 seconds.

If the door is not locked and is left open for a certain duration (Door
Sensor Delay), an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 256 seconds.

Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A

User Manual

Door Sensor Type

Verification Mode

Door Available Time Period

Normal Open Time Period

Speaker Alarm

Reset Access Setting

There are three Sensor typds$one, Normal Open, andNormal
Closed.

None: It means the door sensor is not in use.

Normally Open: It means the door is always left open when
electric power is on.

Normally Closed: It means the dor is always left closed when
electric power is on.

The supported verification mode includes
Password/FingerprintCard/Face FingerprintOnly, User 10Dnly,
PasswordCard Onlyan so on

It sets the timing for the door so that the door is accessible only
during that period.

It is the scheduled timeperiod for "Normal Open" mode so that the
door is always open during this period.

It transmits a sound alarm or disassergbélarm from the local.
When the door is closed or the verification is successful, the system
cancels the alarm from the local.

The access control reset parameters include door lock delay, door
sensor delay, door sensor type, verifitmm mode, door available
time period, normal open time period, and alarm. However, erased
access control data in Data Mgt. is excluded.

Function Description of Time Attendance Terminal:

Door Lock Delay (s)

Door Sensor Delay (s)
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The length of timethat the device controls the electric lock to be in
unlock state.

Valid value: O to 10 seconds.

If the door is not locked and is left open for a certain duration (Dcor
Sensor Delay), an alarm will be triggered.

The valid value oDoor Sensor Delay ranges from 1 to 255 seconds.
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Door Sensor Type

Door Alarm Delay(s)

Speaker Alarm

Time Rule Settings

There are three Sensor typds$one, Normal Open, andNormal
Closed.

None: It means the door sensor is not in use.

Normally Open (NO):It means the door is always left open when
electric powe is on.

Normally Closed (NC):t means the door is always left closed
when electric power is on.

When the state of the door sensor is inconsistent with that of the
door sensor type, alarm will be triggered after a time period; this
time period is the Door Alarm Delay (the value ranges from 1 to 999
seconds).

It transmits a sound alarm or disassembly alarm from the local.
When the door is closed or the verification is successful, the system
cancels the alarm from the lo¢a

SelectTime Rule Settingson the Access Controlinterface to configure the time settings.

The entire system can define up to 50 Time Periods.

Each timeperiod representslO Time Zonesi.e.,1 week and3 holidays, and each time zone is a
standard 24 hour period per day and the user can only verify within the valicetjperiod.

One can set a maximum of 3 time periods for every time zone. The relationshingrthese time
periods is OR'. Thus, when the vdication time falls in any one of these timgeriods, the

verification is valid.

The Time Zone format of each timgeriod isHH MM-HH MM, which is accurate to minutes
according to the 24hour clock.

Tap the grey box to search the required Time Zone and specify the required Time Zone eumb

(maximum up to 50 zones).
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Sunda:

honday

Tu

Wednesday

Time Rule[2/50]

y
[00:00 23:59] [00:00 23:59] [00:00 23:59]

[00:00 23:58] [00:00 23:59] [00:00 253:59]

esday
[00:00 23:59] [00:00 23:59] [00:00 23:59]

[00:00 2:3:58] [00:00 23:59] [00:00 23:59]

Q |
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On the selected Time Zone number interface, tap on the required day (that is Mondsgsdiy, etc.) to
set the time.

Time Period 1

0000 2359
+ + o+ 4
(1) 00 23 59

HH Y HH Y

Caonfirm (OK) Cancel (ESC)

Specify the start and the end time, and thgmessM/OK.

Note:

The door is inaccessible for the whole day when the End Time occurs before theTat@e (such as
23:57 to 23:56).

It is the time interval for valid access when the End Time occurs #fteiStart Time (such &8:00
to 23:59).

The door is accessible for the whotlay when the End Time occurs after the Start Time (such that
Start Time i90:00 and End Time i23:59).

The default Time Zone 1 indicates that the door is open all day long.

Holidays

When there is a holiday, you may need a different access time; however, altering everamuess time
one by one is extremely time&onsuming.Thus, a holiday access time that applies to all workers can be
set, and the user will be able to open the door during the holidays.

SelectHolidays on the Access Controlinterface to set the holiday access.

Halidays

Add Holiday

All Holiday's

Add a New Holiday:

TapAdd Holiday on the Holidays interface and set the holiday parameters.
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Holidays
Mo.

1
Date

Undefined
Holiday Type
Holiday Type 1
Repeats Every Year

Edit a Holiday:
On theHolidays interface, select a holidayain to be modified. Tagedit to modify holiday parameters.
Delete a Holiday:

On theHolidays interface, select a holiday item to be deleted and tBglete. PresdM/OK to confirm
the deletion. After deletion, this holiday does not display on tAd Holidays interface.

Combined Verification

Access groups are arranged into different deonlocking combinations to achieve multiple
verifications and strengthen security.

In a doorunlocking combination, the range of the combined number NGs7N 75 and the numkber of
members N may all belong to one access group or may belong to fivkeiEnt access groups.
SelectCombined Verification on the Access Controlinterface to configure the combined verification

setting.

Combined verification
071 00 00 0000

00 00 00 0000

00 00 00 0000

00 00 00 0000

Q |

On the combined verification interface, tap the Doanlock combination to be set, ang@ressthe up
and down keys to input the combination number, and thepressM/OK.

For Example:

If the Door-unlock combination 1 is set as@ 03 05 06 0§. It indicates lhat the unlock
combination 1 consists of 5 people and all the 5 individuals are frérgroups, namely, AC Group 1,
AC Group 3, AC Group 5, AC Group 6, and AC Group 8, respectively.

If the Door-unlock combination 2 is set as(2 02 04 04 073. It indicates hat the unlock
combination 2 consists of 5 people; the first two are from AC Group 2, thet two are from AC
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Group 4, and the last person is from AC Group 7.

If the Door-unlock combination 3 is set as@9 09 09 09 09. It indicates that there are 5 peapin
this combination; all of which are from AC Group 9.

If the Door-unlock combination 4 is set as(3 05 08 00 0Q. It indicates that the unlock
combination 4 consists of only three people. The first person is from AGuf 3, the second
person is from &£ Group 5, and the third person is from AC Group 8.

Note: To delete the dootunlock combination, set all Doeunlock combinations to O.

Duress Options Settings

Once a user activates the duress verification function with a specific autisatibn method(s)and
when he/she is under coercion and authenticates using duress verification, gnak unlocks the door
as usual. At the same time, a signal is sent to activate the alarm as well.

On theAccess Controlinterface, selecDuress Optionsto configure the duress settings.
Duress Options
Alarm on Password
Alarm on 1:1 Match
Alarm on 1:M hdatch
Alarm Delay(s)

10

Curess Password
[None

Function Description:

When a user uses the password verification method, an alarm

Alarm on Password . . . . .
signal will be generated, otherwise there will be no alarm signal.

When a user uses thi 1 verification method, an alarm signal will

Alarm on geatch be generated, otherwise there will be no alarm signal.

When a user uses the 1:N verification method, an alarm signal will

Alarm on EEEREEICN be generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is

Alarm Delay (s) elapsed. The value ranges from 1 to 999 seconds.

Set the 6digit duress password. When the user enters this duress

Duress Password - . .
password for verification, an alarm signal will generated.
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16USB Manager

You can import user information, access data and other data from a d®R to computer or other
devices.

Before uploading/downloading data from/to the USB disk, insert théSB disk into the USB slot first.

SelectUSB Manageron the main menu interface.
USB Manager

a Upload

__ Note: Only FAT32 format is supported whetownloading data using USB disk

16.1 USB Download

On theUSB Managerinterface, tapDownload .

Download
User Data,

User Portrait

Sttendance Photo

Elocklist Photo

Menu Description
Download Access . e 4w — ,
To downloadaccessrecord in specified time period into USB disk.
Records
User Data To download all user information from the device into USB disk.
User Portrait To download all user prtraits from the device into a USB disk.
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Attendance Photo To download all attendance Ipotosfrom the device into USB disk.

To download all bbcklisted photos (photos taken after failed verifications)

Blocklist Photo
from the device into USB disk.

16.2 USB Upload

On theUSB Managerinterface, tapUpload.

Upload

Wallpaper
User Data,

User Portrait

Menu ‘ Description
To upload all screen savers from USB disk into the device. You can choose
Screen Save Upload selected photo or Upload all photos. The images will beptiyed
on the device’s main interface after upload.
To upload all wallpapers from USB disk into the device. You can choose
Wallpaper Upload selected photo or Upload all photos. The images will beptiyed
on the screen after upload.

User Data To upload all the user information from USB disk into the device.

User Portrait To upload all user portraits from USB disk into the device.
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Attendance Search

Once the identity of a user is verified, the access record is saved in the devisdumhtion enables
users to check their event logs.

When the device is on the initial interface, prdg$OK and selectAttendance Searchto search for the

required event Logs.

Attendance Search

Event Logs
@ Attendance Photo

Blocklist T&A Photo

The process of searching for attendance and blocklist photos is similah&b of searching foevent
logs. The following is an example of searching &itendance record

On theAttendance Searchinterface, selecEvent Logsto search for the required record.

UserID Time Range
Today

(O VYesterday

(O This Week

() LastWeek

Confirm (OK) Cancel (E5C) (O This Manth
1. Enter the user ID to be seared 2.  Select the time range in which
and pressM/OK. If you want to the records need to be

search for records of all users, searched

press M/OK without entering
any user ID.
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Personal Record Search

03-14 15:42
03-14 15:34
03-14 1459
03-14 1459
03-14 14:40

Personal Record Search

15:5015:42 15:34
14:5514:59 14:40
14:4014:0113:14
1257122712115
12151215 10:09
10:01 09:28 08:04

3. Once the record search completes. 4. The figure shows the details of

Tap the record highlighted in
green to view its details.

the selected record
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Autotest

When the device is on the initial interface, prdgéOK and selectAutotest , it enables the system to
automatically test whether the functions of various modules are workingrmally, including the LCD,
Voice, MicrophoneKeyboard Fingerprint, Camera and Re&ime Clock (RTC).

Autotest

Test All

Q Test LCD

Test ¥/oice

o Iicrophone Test

Test Keyhoard

Function Description

To automatically test whether the LCD, Voice, Microphone,

Test Al keyboard,Fingerprint, Camera and Redime Clock (RTC) are normal.

To automatically test the display effect of LCD screen by displaying
Test LCD full-color, pure white, and pure black to check whether the screen
displays colors normally.

To automatically test whether the audio files stored in the device are

Test Voice complete and the voice quality is good.

To test if the microphone is working properly by speaking intceth

Microphone test .
microphone.

The terminal tests whether every key on the keyboard works
normally. Pressany key on theTest Keyboard interface to check

Test Keyboard whether thepressd key matches the key displayed on the screen.
The keys are displayed as dark greydref and turngreen after
pressed. PresESCQto exit the test.

To test the fingerprint sensor by pressing a finger on the scanner to
check if the acquired fingerprint image is clear. When you are
pressing a finger on the scanner, the fingerprint image will display
on the screen.

Test Fingerprint Sensor

Cam Test To test if the camera functions properlgGame as "Test Fage"

To test the RTC. The device tests whether the clock works normally
Test Clock RTC and accurately with a stopwatchRresavi/OK to start counting and
pressit again to stop counting.
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19 System Information

When the device is on the initial interface, preggéOK and selectSystem Info to view the storage
status, version information of the device, firmware information and @ty policy.

System Info

Privacy Policy

Function Description

Displays the current device's user storadace,fingerprint, card
Device Capacity and password storageadministrators records attendance,
blocklistand profilephotos.

Displays the device's name, serial number, MAC address,
Device Info Fingerprint algorithm, Face algorithmPlatform information, MCU
Versionand Manufacturer.

Displays the firmware version and other version information of the

Firmware Info .
device.

Privacy Policy Display the device's privacy policy.
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Connect to ZKBioCVAccess Software

20.1 Set the Communication Address

Device Side

Presdv/OK and enterCOMM.> Ethernet to set the IP address and gateway of the device.
(Note: The IP address should be able to communicate with the ZKBiBccessservel)

Presavi/OK and enterCOMM.> Cloud Server Settingto set the server address and server port.
Server address:Set the IP address as of ZKBiWAccessserver.

Server port: Set the server port as of ZKBR/Access

Ethemet

Cloud Server Zettings

Display in Status Bar T —-
ADKS
IPvd Enable Damain Name
IP Address
192.168.163.129 Server Address
Subnet Mask 568.23.12.98
255.255.255.0 Server Port
Gateway EEEN
192.168.163.1 Enable Proxy Server
NS

Software Side

Login to ZKBio CVAccess software, cligistem > Communication management> Communication
Monitor to set the ADMS service port, as shown in the figure below:

(i)ZKBio CVAccess

2 System Management 5 System / Communication management / Communication Monitor

0 Authority Management >

r@ Communication mana... w

Device Commands

Communication Device

Adms Service Settings

Adms Service Port

Project control file version
None
Turn on encrypted transmission

Mo Yes

20.2 Add Device on the Software

Add the device by searching. The procdssas follows:

ClickAccess> Device > Search> Search, to open the Search interface in the software.
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ClickSearch, and it will prompt Bearching...... ].
After searching, the list and total number of access controllers will be ldigpd.

ZKBio CVAccess || @8 ® O amn -

Access Device BN Access [ Access Device / Device

firie Device Name | Sera Numer | | acdress | | more- Q @

1/ Board ©]
ORefresn  FNew @ Delete 2 Export & control - @Setup - [ View/Get - £ Communication ~

Door

] Device Search x
eader

No device found? Download Search Tools to Local Disk

Auxiiary Input

Total Progress Searched devices count:1

Auxiiary Output

1P Address Device Tye Serial Number
Event Type
1P Address MAC Address SubnetMask  GatewayAdd. Serial Number Device Type  Set Server Operations
Da ving Time
TS R T ®
Real-Time N
Alarm Monitori Add x
Map Device Name* 192.168.163.129
Icon Type Door -
Area Area Name B
Add to Level B

Clear Data in the Device when Adding

A
s0d
©
I Access Rule >
1< < 0 5 51 50rowsperpage ~ JumpTo 1 /0 Page  Total of 0 records

[ Access Control Reports >

Click pdd] in operation column, a new window will pojup. Select Icon type, Area, and Add to Level
from each dropdown and clickQK] to add the device.
After the addition is successful, the device will be displayed in deeice list.

Add Personnel on the Softwareand Online Fingerprint/Face
Registration

In the device list, select the device antiok Set up > Set as Registration Device

(JZKBio CVAccess i % © O wnin ~

[ Access Device BN Access / Access Device / Device
_ Device Name Serial Number e Agaress Morew Q@
10 Board
CRefresh  TFNew @ Delete 2 Export QSearch & Control & view/ Get - @ Communication
Door
Device Name Serial Number  Area Name  IP Address B Set Device Time Zone Firmware Version Gommans List  Operations
Reader
192168163129 8117231540002 Area Name  192.168.163.129 0 2 @ B
Ansaviinout X Modify the Fingerprint | dentification Threshold
Quma v 4 Set Extended Parameters
Event Type B Set Video Intercom Server
Daylight Saving Time E2 Replace Device
Real-Time Monitoring
Alarm Monitoring
Map
O Access Rule >
-1 50 rows per page JumpTo 1 /1 Page  Total of 1records

[ Access Control Reports >
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ClickPersonnel > Person> New:

ZKBio CVAccess | | ® O amn ~
o] W Personnel / Personnel / Persan
P Department Name Personnel 110 | | Name| | Morer Q&
= (©)]
o £ S Refresh s Personnel Adjustments ~ @ Delete * 2 Export ~ & Import ~ - More ~
[ Department Name(0) o Operations

Di New x
P Personnel ID° Department” Department Name

First Name Last Name
Custom Atributes

Gender R - Mobile Phone
AT £ Certicate Type R - Gertificate Number

Birtncay Email

Hire Date Position Name

Device Verification Password Card Number =4

Biometrics Type 0

< Access Control Time Attendance Personnel Detai

Le Superuser No -

Device Operation Role | Ordinary User -

Extend Passage

Access Disabled

Add Select All Unselect All
@
Y $< < 0 > bl 50 rows per page ~ Jump To 1 /0 Page Total of 0 records

Card Man:

Fill in all the required fieldof the userand dick “* and selectFingerprint to enter the online

fingerprint registration interface.

Register x
1 Finger Vein Palm registration Face Re ¥
Fingerprint Scanner Remote Registration

Duress Fingerprint

ClickDriver Download to installthe driver first
SelectRemote Registration, then select thelP address of the device anthe finger you want to
register, click Confirm.

Page|85 Copyright © 202 ZKTECO CO., LTD. All rights reserved.



SenseFace 2A User Manual

Register X

4 Fingerprint Finger Vein Palm registration Face Re®

Fingerprint Scanner Remote Registration

192.168.163.129 -

Duress Fingerprint

Y AYE
~ VoAl
U ," ! ."II f'l ,-'hll} \\ \'. I‘, | { \‘
[ Yoo
Ll Vo)
/ ’kﬂ:‘{_/f NI
(
)oY
e N )
\_ /f N\ S

After the device promptsPlease press yodinger”, press your finger on the fingerprint sensor of
the device three timeslf the fingerprint is successfully registered, the device will prompt
"Registeredsuccessfully".
If you want to register a duress fingerprint, you can cli2iress Fingerprint before registering the
fingerprint.
Duress fingerprint: In any case, a duress alarm is generated when a fingerprint matches a
duress fingerprint.

ClickFace Registrationto enter the onlinefaceregistration interface.Slect thelPaddress of the
deviceand click Confirm.
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Register ®

4nt Finger Vein Palm registration L4

182.168.163.129 - |

After the device promptsFace registration begit face towards the camerand keep the face in
the centre of the screemand staystill during faceregistration. If the faceis successfully registered,
the device will prompt Registeredsuccessfully”.

Cick OKto save the user.

ClickAccess> Device > Control > Synchronize All Data to Devicedo synchronize all the data to

the device including the new users.

Note: For other specific operations, please refer tAKBicdC\Access)ser Manual
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Connect to ZKBioTime Software

Set the Communication Address

Presdv/OK and enterCOMM.> Ethernet to set the IP address and gateway of the device.
(Note: The IP address should be able to communicate with the ZKBineserver, preferably in the
same network segment with the server address)

Presavi/OK and enterCOMM.> Cloud Server Settingto set the server address and server port.
Server address:Set the IP address as of ZKBimeserver.

Server port: Set the server port as of ZKBiimeserver

Ethemet Cloud Server Settings
Display in Status Bar T
A0S
Pt Enahle Domain Name
IP Address
192.168.163.129 Server Address

Subnet Mask 58.23.12.98

255.255.255.0 Server Port
Gateway BE81

192.168.163.1 Enable Proxy Server
NS

Add Device on the Software

After setting on the device, the device will be automatically added teetsoftware. Open the ZKBibime
software then selectDevice Module] > [Device] > [Device], click the device in the list, change the Device
Name and Area.

Note: The devices added automatically must be assigned to custom areas to comocab® with the
software.
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ime Zone®  Etc/GMT+8

Transfer Mode®  Real-Time

21.3 Add Personnel on the Software and Online Fingerprint

Registration

1. dick Personnel > Employee > Add:

Add

Profile

Employee ID* 1

Hired Date  2023-08-11

Superior Department Manager ~ Workflow Role | -

Private Information  Device Access Settings ~ Attendance Settings ~ App Settings  Payroll Settings  Leave Group

Show Gender ——---eov Birthday
show Office Tel Mobile

Show City o Address

2. Fill'in all the required fields and clicicpnfirm ] to register a new user.
3. ClickDevice > Device, select the device and clickevice Menu> Enroll Remotely.
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[ okl Device
& Device N B Bookmarks+ Y Filter =
Add  Delete  NewArea  Clear Pending Command Data Clean DataTransfer ~ Device Menu 7 7 9 @0 e =
Device Name Serial Number Area Device IP State  Last Activi  Reboot FPQty. Face Qty. Paim Qty. Transaction Qty. cmd
8117232240002 Floor6  192.168.163.129 ° 2023-08-1_ Read Information 0 0 0 0 0 (E )
ooy Duplicate Punch Period
ata v
Capture Setting
9 > Upgrade Firmware
Daylight Saving Time
; -
& ion: v
C 2~ Totsl 1 Records 1 [ cConfim |

4. Enter theEmployee ID and eect the finger you want to register and press your finger on the
fingerprint sensor of the device three times. If the fingerprint is successfully teggsl, the device
will prompt "Enrolled successfully".

Enroll Remotely X

Biometric Type* Fingerprint
Employee ID*

Finger* Fore Finger

5. ClickDevice > Device > Data Transfer > Sync Data tothe Device to synchronize all the data to the
device including the new users.

Note: For other specific operations, please refer tAKBidolimeUser Manual
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22 Connecting to ZKBio ZlinkWeb

Change the device communication protocol to BEST protocol, then the devicelmmanaged by ZKBio
Zlink, please refer td1.5 Device Type Setting

Users can use the created account to access ZKBio Zlink Web to connect deadicesew personnel,
register the verification method of registered personnel, synchronize personnel toicey and query
records.

22.1 Register Account

1. Access the ZKBio Zlink website (http://zlink.minervaiot.com).

2. If you do not have an account, phese clickCreate Account to add a new account.

Run Your Workplace

e ' .
All-in-One ZK B2k
1 1
Access Visitor Time & In-App Online Technical
II] [o‘nu:\ | !! Management ® Aitendance Er!l Guide @ Support
- Welcome
Email*
Enter your E-mail 1D D
Password*
Enter your Password b2
[ Auto login in 5 days Forgot Password?

Don't have an account? Creare Account

3. Read and agree to User Agreement and Privacy Policy, then Riglister.
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Run Your Workplace
A All-in-One

In-App Online Technical
gl Guide |@ Support

Access Time &
|| Control Aftendance

({JZKBio Zlink

Welcome to Register

Register yaur account by email or mobile. The account is the anly
credential for you ta lag inta the system, please keep your
infarmation properly.

You can create arganization under your account, and your account
can alsa be invited to join ather arganizations.

You can delete account and its information, or transfer account and
digital assets ta trusted people.

Please read the User Agreement and Privacy Policy befare
registering an accaunt.

| have read and agree to User Agreement

I have read and agree to Privacy Palicy

Already have an account? Login

4. Enter user’s information and set password, then clR&gister.

Run Your Workplace

All-in-One

Access 3 Visitor Time & E!I In-App @ Online Technical
= Control Management Attendance Guide Support

5. Set the organization’s name and Organization code, cl@lleate, then complete registration

({JZKBIio Zlink 8 &

Register
First Name*

Please enter your First Name

Last Name*

Please enter your Last Name

Email*

Please enter your Email D

Country*

Select your Country v ['?

Create Password *

Create your Password [<4) &

Confirm Password*

Confirm your Password ()

. If you do

have an organization, please cli@elect an Organization.
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((JZKBio zlink

Run Your Workplace
E! All-in-One
0y visior

—_—————n

Bl 5 | @ o Create Organization

Guide Support

Time &
Attendance

e Access
Control

Organization Name*

o

Please enter your Organization Name =
Organization Code*

i

Please enter your Organization Code g

Create

Already have an Crganization? Select an Crganization

Back to Login

Pawersd by MINERVAIST

22.2 Add Device

22.2.1 Set Organization(Add Person)

1. ClickMe > Organization on the main menu.

<

“ Zktecadd v Q Zkteca Zkteco v

]
]

=

L]

@

QOrganization Device Center Q Credential

® B B O

»
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2. ClickAdd icon to add a new person (Repeat adding the departmentle@nd permission, job title,

site list, and zone list).

@.

LY Zktecod9 v Zkteco Zkteco v

[T}
L1} B .

< Organization
= Person Department Rale and Permissicn Job Title Site Zane Resignation c £4 '
g

Person Name Person ID Email Mobhile Department Job Title Date of Joining Actions
zkteco zkteco 001 shanleylee@zktiec Default departme Default job title

s

Noof Records perpage 5 ~ | 1-1af1 n
»

3. Enter the person’s details and cliSave (Repeat adding the department, role and permission, job title,
site list, and zone list).

@

i Zktecad9 v Zkteco Zkteco v
1]
1] N .
< Add Person Details
= First Name* Last Name*
Enter your Last Name
= Person ID* Email*
Enter your Person ID Enter your Emal
Gs Mobile* Role and Permission
Country Code Enter your Mobile Number Role and Permission -
Department Job Tifle
our Department - Select your Job Title -
Date of Joining Date of Birth
Please select Date) =] @ DD-MM-YYYY {Pleast — @
Gender Country*
Province/State City*
= your Province/State your Cit
Address Line 1* Address Line 2
= k=
»
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Add Device
PressM/OK and enter COMM. > Ethernet on the deviceto set the IP address and gateway of the
device.
Ethemet
Display in Status Bar
IPyva
IP Address
182.168.163.129
Subnet Mask
255.255.255.0
Gateway
192.168.163.1
NS

ClickWorkshop > CloudACCon the main menu to enter theKBio Cloud Accessnterface.

i@ Zkteca99 v Zkteco Zkteco v

i Workshop

@ CloudAGC CloudATT

ClickDevice Management > Deviceto enter theDevice interface in theZKBio Cloud Access
Click+Add Device button to add a new device.

Read and check to the instructions, then cliClontinue.
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Cloud ACC

88 Dashboard

%8 organization v
[ol  sitemanagement
(D) Device Management A

. Device Topology

. Device
. Door
. Reader

. Auxiliary Input

. Auxiliary Output
& Acress Control v
[  Report v

[ operationLog

versionV2.1.0 x

< Add Device

Device Network Configuraticn Steps

Step 1: Power up and turn en the Device

If the Device has a network, it will automatically connect
to the network and start working.

O I have read these instructions

Step 2: Coenfigure the Netwark

You may use Bluetooth to set up the network. Or some
Device has touch screen that has network setting in
Firmware.

&5

RRPFP
888

zktecod9 zkteca zkteco

Step 3: Restore the Factory Settings

Some Devices can not have network setting. You may try
to Reset the Device factory setting.

6. Enter the device’s serial number, then cligkld. Pressvi/OK and enterSystem Info > Device Infoon
the deviceto view the serial number)

Cloud ACC

83  Dashboard

28  Organization v
[l siteManagement v
@ Device Management ~
. Device Topology

. Device

. Door

. Reader

. Auxdliary Input

. Auxiliary Output
Access conirol v
Y  Report v

(B operationLog

version¥2.1.0 x

< Add Device

Manual Register Device

Pawer Up and Set Device Netwark

1. Plug in the netwark cable if Device suppart Ethernst functian.
2. Enter yaur Device Ethernet setting/WiFi setting menu to enter communication setting page. Network setup is successful, Device will display a QR code in standby

page.

3. On the side of Device bax or an the back of Device, can find the Device Serial Number.

4. Fill in Device Serial Number on system.

Device Serial Number

Please Enter Device Serial Number

7. Choose a site and a zone, then cli8ind to finish.
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Bind Device to your Organization

Please bind the Device to a Site and Mapped Zone

Bind Site *

Bind Zone *

“ o

22.3 Time Slot

Time Slot is used to set the access time period for person or doors.

Set Time Slot

In ZKBio Cloud Accessnterface, clickAccess Control > Time Slotgo set time slot.

Cloud ACC zkteco99 zkteco zkleco

83  Dashboard )
Time Slot ¢ vV

28  Organization
[l site Management Time Slot Name Actions
[:] Device Management 24 Hours Beneral @
«f  Access Conirol
: Noof records perpage | 5 v | 1-10f1 n

Time Slot
Door Access Time

Group Acoess Time
Y Repont

(B operationLog

Click +Add Time slotsto add a new slot, or clic & to modify an existing slot.

Set Door Access Time

In ZKBio Cloud Accessnterface, clickAccess Control > Door Access Timand dick rﬁ? to allocate a

time slot to this door.
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C|Oud ACC zkteco99 zkteca zkteca

88 Dashhoard

“ Door Access Time b 7 &% ¢ V¥
2% organization
[ site Management Door Name: Device Name Device Serial Num...  Door Number Enable Active Time Slot Verification Mode Actions
C] Device Management Door-1 1 v 24-Hours General p
f  Access Control Moof records perpage . & v | 1-1ef1 n
Time Slot
Door Access Time
Group Access Time
¥  Report

[ operation Log

versionv 2.1.0 %

Set Group Access Time

You can set a group to control the access timetoé person andthe door at the same time.

In ZKBio Cloud Accessnterface, clickAccess Control > Group Access Time

C |0ud ACC zkteco99 zkteca zkteco

B8 Dashboard .
Group Access Time CcC V K3
28 organization
[al  SitemManagement Name Time Slot Start Date and Time End Date and Time Actions
(D  Device Management f 24-Hours General 10:37 01-08-2022 11:37 10-08-2023 B & 2 @
&f  Access Control
Noof recordsperpage | & ~ | 1.10f1 .

Time Slot

Door Access Time

Group Access Time
Y  Report

(B operstionLog

versionV2.1.0 x

Click + Add Group Access Timeto add a new group.

dick [El to allocate doors to this group.
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dick 3 to allocate person to this group.

dick 74 to allocate a time slot to this group.

dick [J to delete this group.

22.4 Synchronize Person to Device

Click Workshop > CloudACCon the main menu to enter theZKBio Cloud Accessnterface.

i Workshop

@ CloudACC CloudATT

dick Access Control > Group Access Time

Cloud ACC

B8  Dashboard )
Group Access Time

Organization

Be

Site Management Name Time Slat

g B

Device Management
«f  Access Control
2 Noof records perpage 5 v | 1.1of1

Time Slot
Door Access Time

Group Access Time
Y Report

(B OperationLog

Page|99

1 24Hours General 10:37 01-02-2022 11:37 10-02-2022 M & ¢ 0

i@ Zkteco99 v Zkteco Zkteca v

zktecad9 zkteco zkteco

c Y

Start Date and Time End Dateand Time Actions
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3. dick [EI >to choose a device

Cloud ACC zkteco99 zkteco zkteca

B8 Dashboard
< Manage Door C &
8% Organization v
[l site Management v Door Name Device Name Device Serial Mumber Door Humber Verification Mode Actions
Q Device Management Door-1 1 |
of  Access Control - Noof records perpage & v | 1.10f1

. Time Slot

- Door Access Time

Group Access Time
D Report v

[ operation Log

version v 2.1.0 X

4. Cick E‘. > to allocate person to this device.

Cloud ACC zkteco99 zkteca zkteco

88 Dashboard
< Add Person cY
28 organization v
[ site Management v FirstName. Last Name e
(D) Device Management Mike Mike 1
f  Aceess Control ~ Hieco aizED 001
«  TimeSlot Moof scordsparpage | & v | 1p0f2 n

. Door Access Time

. Group Access Time

0 repor v flear

[ operationLog

versiony 2.1.0 %
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dick Device Management > Deviceto enter theDevice interface

Choose a device and clidRersonsin the Device icon 2 to view the person list.
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User Registration

Registera User ID and Name

Please refer t@2.2.1 Set Organizatian

Setting the User Role

There are two types of user accounts: tNermal User and the Super Admin. If there is already a
registered administrator, the normal users have no rights to manage the system aag omly access
authentication verifications. The administrator owns all managementvigges.

dick Device Management > Deviceon ZKBio Cloud Accessinterfaceto enter the Device interface

Choose a device and clidRersonsin the Deviceicon  to view the person list.
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Choose theSelect User role.

RegisterFingerprint
Click Device Management > Deviceon ZKBio Cloud Accessnterfaceto enter the Device interface

Choose a device and clidRersonsin the Device icon to view the person list.
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Click icon to choose a finger, clicRubmit, then register fingerprint on the device.

Pressthe same finger on thedevice three times. Green indicates that the fingerprint wasrolled
successfully.

RegisterFaceTemplate

Click Device Management > Deviceon ZKBio Cloud Accessnterfaceto enter the Device interface

Choose a device and clidRersonsin the Deviceicon to view the person list.
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Click icon to registerface templateon the device.

RegisterPassword

dick Device Management > Deviceon ZKBio Cloud Accessnterfaceto enter the Device interface

Choose a device and clidRersonsin the Deviceicon to view the person list.
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Click icon to register password on the device.

Note: The password may contain one to eight digits by default.
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RegisterCard

dick Device Management > Deviceon ZKBio Cloud Accessnterfaceto enter the Device interface

Choose a device and clidRersonsin the Device icon to view the person list.

Click icon to register password on the device.
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Data Search

Dashboard

In ZKBio Cloud Accessnterface, clickDashboard to check the sites, devices, doors, person of this
application, events overview graph, and sites overview map.

Event Report

In ZKBio Cloud Accessnterface, clickReport > Eventsto check the specific information of all devices’
events.
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Connecting to ZKBio ZlinkApp

Changethe device communication protocoto BEST protocolthen the devicecan bemanaged by ZKBio
Zlink, please refer td1.5 Device Type Setting

Users can use the created accountdocess ZKBio Zlink App to connect devices, unlock the device
remotely and query records.

Register Account

Search for the ZKBio Zlink App in Apple App Store or Google Play Storedamthload the App to
your smartphone.

Open the ZKBio Zlink App and if yowdot have an account, please cli€ikeate account to add a
new account.

Read and agree to User Agreemeamid Privacy Policy, then clidRegister.

Enter user’s information and set password, then clR&gister.
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Choose arnorganization, clickEnter, then complete registrationlf you donot have an organization,
please cliciCreate one.

Add Person

dick Me > Organization >Personon the main menu.

Click iconto add a newperson Eter the information, and cliclSave.
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Add Device

Add Site and Zone

dick Me > Organization > Site (or Zone)on the main menu.

Click icon to add a new site or zonénter the information, and cliclSave,
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Add Device
PressM/OK and enter COMM. > Ethernet on the device to set the IP address and gateway of the
device.
dick Workshop > CloudACCon the main menu to enter theZKBio Cloud Accessnterface
dick Me > Device List to enter the Device interface And click iconto add a new device.
dick Manually register device.
Read and check to the instructions, then cliClontinue.

Enter the device’s serial number, then cliflonfirm . PressM/OK and enter System Info > Device
Info on the deviceto view the serial numbej)
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Choose a site and a zone, then cli8kveto finish.

Then clickDevice, users can view the device status and unlock remotely in this interface.
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Connecting to WirelessDoorbell 34

Note: This function needs to be used with th&ireless doorbell

Connectthe Wireless Doorbell

First, power on the wireless doorbell. Then, press and hold the music buttorfor 1.5 secondsintil

the indicator flashes to indicate it's in pairing mode. After thptess the doorbell button on the

device, if the wireless doorbell rings and the indicator flashes, it means the pgwas successful.

After a successful pairingyress the doorbell button on the devicewill ring the wireless doorbell

Note:

1) To use this function, you need to enter the meninfercom] > [Doorbell Setting ]) and set it as
Doorbell Only or Doorbell +Video Intercom.

2) Each F35 onlgupports one wireless doorbell

3) Wireless doorbell needs to be purchased by the customers themselves

Unbinding the Wireless Doorbell

Power off the wireless doorbefirst, then reinstalling the batteries while pressing and holding the music

button until the indicatoris on indicating that the unbinding is successful.
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Appendix

Requirements of Live Collection and Registration of Visible Light

Face Templates

It is recommended to perform registration in an indoor environment with anpppriate light
source without underexposure or overexposure.

Do not place the device towards outdoor light sources like door or wamd or other harsh light
sources.

Dark-color apparels, different from the background color is recommended for sdgition.

Please exposgour face template and forehead properly and do not cover your face templatd a
eyebrows with your hair.

It is recommended to show a plain facial expression. (A smile isabée, but do not close your
eyes, or incline your head to any orientation).

Two templates are required for a person with eyeglasses, one template with eyeglaasdsthe
other without the eyeglasses.

Do not wear accessories like a scarf or mask that may cover your mauthin.

Please face template right towards the capturing devjcend locate your face template in the
template capturing area as shown in the template below.

Do not include more than one face template in the capturing area.

A distance of 50cm to 80cm is recommended for capturing the template. (Theads# is

adjustabe, subject to body height).
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Requirements for Visible Light Digital Face Template Data

The digital photo should be straighedged, colored, hatportrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should rempirt tm eyeglasses for
getting photo captured.

Eye distance
200 pixels or above are recommended with no less than 115 pixels of distanc

Facial expression
Neutral face template or smile with eyes naturally open are recommended.

Gesture and angel
Horizontal rotating angle should not exceed +10°, elevation should notead +£10°, and depression angle
should not exceed +10°.

Accessories
Masks or colored eyeglasses are not allowed. The frame of the eyeglassesdshotucover eyes am
should not reflect light. For persons with thick eyeglasses frame, it i®menended to capture two
templates, one with eyeglasses and the other one without the eyeglasses.

Face template
Complete face template with clear contour, real scale, evenly distied light, and no shadow.

Template format
Should be in BMP, JPG or JPEG.

Data requirement
Should comply with the following requirements:

White background with darkcolored apparel.

24bit true color mode.

JPG format compressed template with not more th@0kb size.

Resolution should be between 358 x 441 to 1080 x 1920.

The vertical scale of head and body should be in a ratio of 2:1.

The photo should include the captured person’s shoulders at the same horizostal|
The captured person’s eyes should be open and with clearly seen iris.

Neutral face template or smile is preferred, showing teeth is not preferred.

The captured person should be clearly visible, natural in color, no harshi®heor light spot or

reflection in face template or background. The contrast and lightness level $thdne appropriate.
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Privacy Policy
Notice:

To help you better use the products and services of ZKTeco and its affilintgsinafter referred as "we",
"our", or "us", the smart service provider, we consistently collect ymrsonal information. Since we
understand the importance of your personal information, we took your priyagincerely and we have
formulated this privacy policy to protect your personal informatioWe have listed the privacy policies
below to precisely mderstand the data and privacy protection measures related to our smadducts
and services.

Before using our products and services, please read carefully andunderstand all the rules and
provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its terms,

you must stop using our products and services.

l. Collected Information

To ensure the normal product operation and help the service improvement, wk eallect the
information voluntarily provided by you or provided as #uworized by you during registration and use
or generated as a result of your use of services.

1. User Registration Information: At your first registration, the fe ature template (Fingerprint
template/Face template/Palm template ) will be saved on the device according to the device
type you have selected to verify the unique similarity between you and the Ugeydu have
registered. You can optionally enter your Name and Code. The above infdomas necessary for
you to use our products. If you do not providaich information, you cannot use some features of
the product regularly.

2. Product information: According to the product model and your granted permission when you
install and use our services, the related information of the productvatmich our services & used
will be collected when the product is connected to the software, including the éwot Model,
Firmware Version Number, Product Serial Number, and Product Capacitymiation. When you
connect your product to the software, please carefully read the privacy policy for the
specific software.

Il. Product Security and Management

1. When you use our products for the first time, you shall set the Administratovilege before
performing specific operations. Otherwise, you will be frequently reminded tet the
Administrator privilege when you enter the main menu interfacH. you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modified).
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2. Allthe functions of displaying the biometric information are disabléd our products by default.
You can choose Menu > System Settings to set whether to disph&ybiometric information. If
you enable these functions, we assume that you are aware of thesgeal privacy security risks
specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whethedigplay other user verification
information (such as Name, Department, Photo, etc.) under the Administratovilpge. If you
choose to display such information, we assume that you are awareof the potential security
risks (for example, your photo will be displayed on the de vice interface).

4. The camera function is disabled in our products by default. If yoantvto enable this fuction to
take pictures of yourself for attendance recording or take pictures of strandersaccess control,
the product will enable the prompt tone of the camerance you enable this function, we
assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES akdrithm. All the data
uploaded by the Administrator to our products are automatically eypted using the AES 256
algorithm and stored securely. If the Administrator downloads daftmm our products, we
assume that you need to process the data and you have known the potentialistcrisk. In such
a case, you shall take the responsibility for storing the data. You shalivktimt some data
cannot be downloaded for sake of data serty.

6. All the personal information in our products can be queried, modified, deleted. If you no
longer use our products, please clear your personal data.

M. How we handle personal information of minors

Our products, website and services are mainly desidrer adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a mina,r@g¢ommended that you
ask your parents or guardian to read this Policy carefully, and onlyaigeservices or information
provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors eoled with their parents' or guardians'
consent if and to the extent that such use or disclosure is permitted by tawve have obtained their
parents' or guardians' explicit consent, and such use or disclosure is¥®purpose of protecting
minors.

Upon noticing that we have collected personal information of minorstéut the prior consent from
verifiable parents, we will delete such informati as soon as possible.

V. Others
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You can visithttps://www.zkteco.com/cn/index/Index/privacy protectiochtml to learn more about
how we collect, use, and securely store your parabinformation. To keep pace with the rapid
development of technology, adjustment of business operations, and to copéh customer needs, we
will constantly deliberate and optimize our privacy protection meass and policies. Welcome to visit
our official website at any time to learn our latest privacy policy.
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Ecofriendly Operation

The product's "ecdriendly operational period" refers to the time during which this
product will not discharge any toxic or hazardous substancgben used in accordance
with the prerequisites in this manual.

The ecofriendly operational period specified for this product does not inde batteries or
other components that are easily worn down and must be periodicaligplaced. The
battery's ecofriendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element

(N:Zmzonem Lead | Mercury | Cadmium Hexavglent Polyprominated Pglybrominated

(Pb) (Hg) (Cd) Chromium Biphenyls Diphenyl Ethers

(Cré+) (PBB) (PBDE)

Chip Resistor x Q Q Q Q Q
Chip Capacitor| x Q Q Q Q Q
Chip Inductor x Q Q Q Q Q
Diode x Q Q Q Q Q
(I:Eosrrl?ponent * Q Q Q Q Q
Buzzer x Q Q Q Q Q
Adapter x Q Q Q Q Q
Screws Q Q Q X Q Q

Qindicates that the total amount of toxic content in all the homogeneousaterials is below the
limit as specified in SJ/T 113632006.

x indicates that the total amount of toxic content in all the homogeneousaterials exceeds the limif
as specified in SJ/11363—2006.

Note: 80% of this product's components are manufactured using Aomic and ecofriendly
materials. The components which contain toxins or harmful elements arduded due to the
current economic or technical limitations which prevent theieplacement with nontoxic materials
or elements.
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