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Without the prior written consent of ZKTeco, no portion of this mahuan be copied or forwarded in any
way or form. All parts of thismanual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeca").

ZK] is a registered trademark of ZKTeco. Other trademarks involved is itnual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTecuoimgent. The
copyright in all the documents, drawings, etc. in relation to the ZKdsapplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver mytithad
party without express written permission of ZKTeco.

The contents of this mamal must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems uncleainoomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipme

It is an essential preequisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and thdtet said personnel have received
thorough training in operating and maintaining te machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understoand followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions this manual and the contract specifications,
drawings, instruction sheets or any other contraalated documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall agplyriority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness ofirdoymation
contained in this manual or any of the amendments made thereto. ZKTeco does xiane the warranty
of any kind, including, without limitation, any warranty of design, merchanii#ly or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in thenation or documents which
are referenced by or linked to this manual. The entire risk as to the results andrpsafice obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any in¢aleoonsequential, indirect,
special, or exemplary damages, including, without limitatiomst of business, loss of profits, lhosss
interruption, loss of business information or any pecuniary loss, agsout of, in connection with, or
relating to the use of the information contained in or referenced by this mahueven if ZKTeco has been
advised of the possibility of such damgas.
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This manual and the information contained therein may include technjcalther inaccuracies or
typographical errors. ZKTeco periodically changes the information herehicl will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, deletesra or modify the
information contained in the manual from time to time in the form of circulafstters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions amendments are meat for
improvement /better operations of the machine/unit/equipment and such amdments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/egeipimmalfunctions due to any
non-compliance of the instructions contained in this manual (i) in eaf operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operati@f the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. Thetést operation procedures and
relevant documents are available dmtp://www. zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, N82, Industrial Road,
Tangxia Town, Donguan, China.

+86 769- 82109991

+86 755- 89602394

For business related queries, please write to ussates@zkteco.com

To know more about our global branches, visitvw.zkteco.com
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ZKTeco is one of the world’s laggt manufacturer of RFID and Biometric (Fingerprint, Facial, ériagin)
readers. Product offerings include Access Control readers and panels, Nearré&nigar Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate RémodhPR) gate controllers and
Consumer products including batterpperated fingerprint and facereader Door Locks. Our security
solutions are multilingual and localized in over 18 different languages. At the ZKTeco sbéithe-art
700,000 square footSO9004certified manufacturing facility, we control manufacturing, prodt design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and developmiebibmetric
verification procedures and the productization of biometric verificationD&, which was initially widely
applied in PC security and identity authentication fields. With the contius enhancement of the
development and plenty of market applications, the team has gradually counsted an identity
authentication ecosystem and smart security ecosystem, which are based on binmeferification
techniques. With years of experience in the industrialization of biometric verifioas, ZKTeco was
officially established in2007 and now has been one of tlgdobally leading enterprises in the biometric
verification industry owning various patents and being selected as thiational Hightech Enterprise for 6
consecutive years. Its products are protected by intellectual propeights.

This manual introduces the operations &peedFaceV5L/ SpeedFaceV5L[TD]/ SpeedFaceV5L[TI].

All figures displayed are for illustration purposes only. Figureshis tnanual may not be exactly consistent
with the actualproducts.

Features and parameters witksare not available in all devices.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software ‘
Convention Description
Bold font Used to identify software interface names e.@K, Confirm, Cancel

Multi-level menus are separated by these brackets. For example, File > Create >
Folder.

Convention Description
<> Button or key names for devices. For exampgegss <OK>
[ Window names, menu items, data table, and field names are inside sq
brackets. For example, pop up the [New User] window
/ Multi-level menus are separated by forwarding slashes. For exam
[File/Create/Folder].
Symbols
Convention ’ Description ‘
|_‘, Thisrepresentsanote that needsto pay more attention to.
: The general information which helps in performing the operations faster
The information which is significant
@ Care taken to avoid danger or mistakes
A The statement or event that warns of something or that serves as a cautionary
example.
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Data Security Statement

ZKTeco, as a smart product supplier, may also need to know and collect soy®uofpersonal information
in order to better assist you in using ZKTeco's goods and services, antrewtl your privacy carefully by
developing a Privacy Policy.

Please read and understand completely all the privacy protection policyutations and key points that

appear on the device before using ZKTeco products.

As a product user, you must comply withpplicable laws and regulations related to personal data
protection when collecting, storing, and using personal data, inding but not limited to taking protective
measures for personal data, such as performing reasonable rights management faceewengthening
the physical security of device application scenarios, and so on.

Safety Measures

The below instructions intend to ensure that the user can use the product corretdhavoid danger or
property loss. The following precautions are to keep users safe and prevent anyagamPlease read
carefully before installation.

&Noncompliance with instructions could lead to product damage @hysical injury (may even cause
death).

Read, follow , and retain instructions - All safety and operational instictions must be properly
read and followed before bringing the device into service.

Do not ignore warnings -Adhere to allwarningson the unit and in the operating instructions.

Accessories-Use only manufacturerecommendedor product-sold accessorieflease do not use
any other components other than manufacturer suggested materials.

Precautions for the installation —Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persoaad damage to the device.

Service - Do not try to service this uniyourself Opening or removing covers may expose you to
hazardous voltages or othehazards.

Damage requiring service - Disconnect the system from the Mains AC or DC power source and
refer service personnel under the following conditions

When cord or connection control is affected.

When the liquid spilled, or an item dropped into the/stem.

If exposed to water or due to inclement weather (rain, snow, and more.
If the system is not operating normally, under operating instructions.

Justchange controls defined inoperating instructions. Improper adjustment of the controls may
result indamage and involve a qualified technician to return the device to normakaogtion.

And do not connect multipledevicesto one power adapter as adapter overload can cause ever
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heat or fire hazard.

Replacement parts - When replacement parts are needed, saw technicians must only use
replacement parts provided by the supplier. Unauthoridesubstitutes can result in a burn, shock,
or other hazards.

Safety check - On completion ofserviceor repair work on the unit, ask the service technician to
perform safey checks to ensure proper operation of the device.

Power sources- Operate the system only from the label's power source form. If soet of power
supply to use is unclear, call yodealer.

Lightning - Can install externalightning conductorsto protect against electrical storms. It stops
power-ups from destroying the system.

Recommendednstalling the devices in areas witimited access.

Electrical Safety
Before connecting an external cable to the device, complete grounding properly, aatup surge
protection; otherwise, static electricity will damage the mainbeh
Make sure that the power has been disconnected before you wire, install, or @ntla the device.

Ensure that the signal connected to the device is a weakrent (switch) signal; otherwise,
components of the device will get damaged.

Ensure that the stndard voltage applicable in your country or region is applied. If you aot sure
about the endorsed standard voltage, please consult your local electric powengany. Power
mismatch may cause a short circuit or device damage.

In the case of power supply damage, return the device to the profesal technical personnel or
your dealer for handling.

To avoid interference, keep the device far from high electromagnetic radmatdevices, such as
generators (including electric generators), radios, televisions, (especially CBijars, or speakers.

Operation Safety
If smoke, odour, or noise rise from the device, turn off the power at once angdlug the power
cable, and then please contact the service centre.

Transportation and other unpredictable causes may damage the device hardware. Civbekher
the device has any intense damage before installation.

If the device has major defects that you cannot solve, contact yoealdr as soon as possible.

Dust, moisture, and abrupt temperaturehanges can affect the device's service life. You are
advised not to keep the device under such conditions.

Do not keep the device in a place that vibrates. Handle the device with caren@glace heavy
objects on top of the device.
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Do not apply rosinalcohol, benzene, pesticides, and other volatile substances that may damage
the device enclosure. Clean the device accessories with a piecefotkth or a small amount of

cleaning agent.

If you have any technical questions regarding usage, contact fiedi or experienced technical

personnel.

Note:

Make sure whether the positive polarity and negative polarity of the DC I#&wver supply is
connected correctly. A reverse connection may damage the device. It is not adidabconnect

the AC 24V power supply to the DC 12V input port.

Make sure to connect the wires following the positive polarity and negativdasiy shown on the

device's nameplate.

The warranty service does not cover accidental damage, damage causecdhis-operation, and
damage due to independent installation or repair of the product by the user.
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Overview

SpeedFace/5L Series using intelligent engineering facial recognition algorithms and thedacomputer
vision technology. It sipports Fingerprint, facialverification with lage capacity and speedy recognition,
also thefacial camera support QR code with Mobile APP, as well as improvesigeperformance in all
aspects.

SpeedFace/5L Series adopts touchless recognition technology and masked individdehtification
which eliminates hygiene concerns effectively. It is also equipped withralite antispoofing algorithm for
facial recognitionagainst almost all types of fake photos and videos attack. Besidesad®l camera
supports QR code, PDF417, Data Matrix, MicroPDF417, Aztec, ang wadth ZKBioAccess IVS Mobile APP
support Dynamic QR code for T&A/A&C

The TD/TI Version with mask detection help reduce the spread of germs and hedpept infections
straightly at each access point of any premisesid public areas such as hospitals, factories, schools,
commercial buildings,stations during the recent global public health issue with its masked indual
identification function during facialverification.

SpeedFace/5L Series support video intercoBoth via mobile app ZSmart and via PC software ZKBioTalk,
also theyare integrated ONVIF Video protocalp that they can connect to Onvif NVR to Video surveillance
and recording.

Instruction for Use

Before getting into the device features and functions, it is recommended to be femniwith the below
fundamentals.

Finger Positioning

Recommended fingers: Index, middle, or ring fingers; avoid using the thumb or pinky, as they arfcdit
to accurately press onto the fingerprint reader.

n n r

Too low Too close to the edge

Vertical
f— —
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Note: Please use the correct method when pressing your fingers onto the fingerprint reader for
registration and identification. Our company will assume no liatyilfor recognition issues that may result
from incorrect usge of the product. We reserve the right of final interpretation and modifioa
concerning this point.

2.2 Standing Position, Facial Expression and StandinPosture

The Recommended Distance

The distance between the device and a user whose height is
in arange of 1.55mo 1.85m is recommended to be 0
2.5m. Users may slightly move forward or backward to
improve the character of facial images captured.

1.5m

N SR R NS SN

=

0.3-2m

Recommended Standing Posture and Facial Expression
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Facial Expression Standing Posture

Note: Please keep your facial expression and standing posture natural while erent or verification.
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Face Registration

Try to keep the face in the centre of the screen during registration. Please faceamera and stay still
during face registration. The seen looks like this:

R Enroll Face

Correct Face Registration and Authentication Method

Recommendation for Registering a Face

When registering a face, maintain a distance of 40cm to 80cm between the devicelamthce.

Be careful to keep your facial expression natural and not to changeniling face, drawn face, wink,
etc.)

If you do not follow the instructions on the screen, the face registration ntale longer or may fail.
Be careful not to cover the eyes or eyebrows.

Do not wear hats, masks, sunglasses or eyeglasses.

Be careful not to display two faces on the screen. Register one person atea tim

It is recommended for a user wearing glasses to register both faces withveithout glasses.

Recommendation for Authenticating a Face

Ensure that the face appears inside the guideline displayed on the screen of thedevi

Sometimes, authentication may fail due to the change in the wearing glasses therotieeused while
registration. In such a case, you may require authenticating your face with tiegipusly worn glasses.
If your face was registered without glasses, you should authenticateryaae without glasses further.
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If a part of the face is covered with a hat, a mask, an eye patchumglasses, authentication may fail.
Do not cover the face, allow the device to recognize both the eyebrows and the.fac

Standby Interface
After connecting the power supply, the following standby interface is disgdd:

2020-12-07 12:00 AT

12:00

2020-12-07 Monday

Welcome
n

Tap to enter the User ID input interface.
When there is no Super Administrator set in the device, = to go to the menu.

After adding a Super Administrator on the device, it requires the Super Adlsiriator’s verification
before opening the menu functions.

Note: For the security of the device, it is recommended to register a super administréterfitst time
you use the device.

The punch state options can also be displayed and used direcity the standby interface. Tap
anywhere on the screen apart from the icons, and six shortcut keys appears on the sceeshoan in
the figure below:
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2020-12-07 12:11 ASES
Check-In Check-Out
Break-Out Break-In
Overtime-In Overtime-Out

ﬁ
=

Press the corresponding punch state key to select your current punch state, whiclspdagied in green.
Please refer tdShortcut Key Mappings' for the specific operation method.

Note: The punch state options are off by default and need to select other mode amiin the"Punch
States Options' to get the punch state optiors on the standby screen.
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Virtual Keyboard

D) First Name
M
ice iceberg ESC
i
qgw e r t vy u 1 o p

123 EN/=

Note: The device supports the input in Chinese language, English language, numbedssyambols.
TapEnto switch to the English keyboard.
Pressl23 to switch to the numeric and symbolic keyboard.
TapABCto return to the alphabetic keyboard.
Tap the input box, a virtual keyboard appeatrs.

TapESCQo exit the virtual keyboard.
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Verification Mode

Fingerprint Verification

1: N Fingerprint V erification Mode

Compares the fingerprint that is being pressed onto the fingerprint reader with allteé fingerprint data
that is stored in the device.

The device enters the fingerprint authentication mode when a user presses his/her finger onto the
fingerprint scanner

Please follow the correct way to place your finger onto the sensan &etails, please refer to section
Finger Positioning

Verification is sucessful Verification idfailed:

D) 12:21

) 12:28

Failed to verify.

Name : Mike Lee ) .

User ID: 1 |llegal Fingerprint

Verify : Fingerprint User ID )
Verify : Fingerprint

1: 1 Fingerprint Verification Mode

Compares the fingerprint that is being pressed onto the fingerprint reader with the fingerprititat are
linked to UserID input via the virtual keyboard.

Users may verify their identities with 1:1 verification mode when they canmatin access with 1N
authentication method.

Clickthe button on the main screen to enter 1:1 fingerprint verification mode

Input the user ID and presSK
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ho) 12:28

1|
1 2 3 &)
4 5 6 ~
7 8 9 v

ESC 0 123

If the userhas registered facand password in addition to his/her fingerprints and theerification method
is set to PasswordFingerprint/Face verification, the following screen will appear. Select the fingerprint

icon to @ enter fingerprint verification mode

hD) 12:37

User ID : 1

'''''''

Press thdingerprint to verify.
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Verification is successful

) 12:37

Name : Mike Lee
User ID: 1
Verify : Fingerprint

Page|19

Verification isfailed:

b} 12:37

Failed to verify.
lllegal Fingerprint

User ID: 1

Verify : Fingerprint
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Card Verification

1:N Card Verification

It compares the acquired card informatiowith all card data registered in the device. The following is the
pop-up prompt box of comparison results.

2 14:02

Name : Mike Lee
User ID: 1
Verify : Card

1:1 Card Verification

Compares thecard that is beingput onto the card reader with thecard data thatrelated to the entered
user ID.

Press on the main interface and enter theardverification mode.
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Enter the user ID andlick OK.

hD) 12:28

1|
1 2 3 &)
4 5 6 N
7 8 9 v

ESC 0 123

If an employee registers fingerprint in addition to the card, the following screen will appear. Select the
B icon to entercardverification mode.

i 11:48

User ID: 1

] @

Following are the display screen after putting a correct camtd a wrongcardrespectively.
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Verification is successful

K>, 14:02

Name : Mike Lee
User ID : 1
Verify : Card

Page|22

Verification is failed:

= 14:01

Failed to verify.

Card Number : 000000004

User ID : 1
Verity : Card
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2.6.3 FacialVerification

7 1:N Facial Verification

Conventional Verification

In this verification mode, the deviceotnparesthe collectedfacial images with all face data registered in
the device. The following is the pepp prompt of a successful comparison result.

o 17:30 D 17:30

Name: Mike
UserID: 4835
Verify: Face

Enable Temperature Screening with Infrared

When the user enalels the Enable temperature screening with infrared function, during user
verification, in addition to the conventional verification method, the ess face must be aligned with the
temperature measurement area to measure the body temperature before the verificatcan be
conducted. The followingare thepopupsof the comparison result prompt interface. (Note: This function is
only applicable to products with temperature measurement module.)
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D 08:50 =)

08:50

[l
U

High body temperature

Verify:Face

Name:Mike
User 1D:4835

User ID:4835
Verify:Face

Enable Mask Detection

When the user enablethe Enable mask detection function, the device will identify whether the user is
wearing a mask or nowhile verification The followingare thepopupsof the comparison result prompt
interface. (Note: This function is only applicable to products wi#imperature measurement module.)

D 08:50 — = 08:50 —
High body temperature
Temp.: 36.6°C . 38.6°

Without mask
R o

Verify:Face
User ID:4835

Name:Mike
User ID:4835
ﬁ Verify:Face

Display Thermodynamics Figure

When the user enablgthe Display Thermodynamics Figure function, the thermal image of the persois
displayed in the upper left corner of the devicgvhile verification As shown in the images below:
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()
[
§)
(i
[

= 08:50

Normal temperature High body temperature
Temp.: 36.6°C . 38.6°

08:50

i .
Without mask
T

Verify:Face
User I1D:4835

Name:Mike
User ID:4835
ﬂ Verify:Face

7 1:1 Facial Verification
Compare the face captured by the camera with the facial template related to theeesd user ID.
Press on the main interface and enter the 1:1 facial verification mode.

Enter the user ID andlick OK

o) 12:28

1 2
4 5
7 8

(w0 [
If an employee registers éingerprint and password in addition to the face, the following screen will

appear. Select thC@ icon to enter face verification mode.
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hD) 12:37

User ID : 1

After successful verification, the prompt box displayButcessfully Verified ", as shown below:

e 12:38 =

If the verification idailed, it prompts Please adjust your position!".
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Password Verification

The device compares the entered password with the registered password of the givear ID.

Tap the button on the main screen to enter the 1:1 passwordoaiin mode. Then, hput the user
ID and pres®©K

S 1228
1
1 2 3 &
4 5 6 A
7 8 9 v
ESC 0 123

If an employee registers fingerprinind face in addition to password, the following screen will appear.

Select the ? icon to enter password verification mode.
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O 12:37

User ID : 1

Input the password and pres®K.

po) 12:28
Input Password
1 2 3 &
4 5 6 A
7 8 9 v

ESC 0 123

Following are the display screen after entering a correct password and a wrongvpasi respectively.
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Verification is successful

o 12:28

Name: Mike Lee
User ID: 1
Verify: Password

Combined Verification

Verification is failed

f— D) 12:28

Failed to verify.

Error! Invalid password
User ID: 1
Verify : Password

To increase security, this device offers the option of usingltiple forms of verification methods.

po)

O O O O 0O O O O O O

Page|29

Verification Mode

Password/Fingerprint/Face

Fingerprint only

User ID only

Password

User ID+Fingerprint

Fingerprint+Password

User ID+Fingerprint+Password

Face only

Face+Fingerprint

Face+Password

Face+Fingerprint+Password
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Procedure toSet for Combined Verification Mode

Combined verification requires personnel to register all the different verificatiorthods. Otherwise,
employees may not be able to successfully vetifiyough the combined verification process.

For instance, when an employee has registered only taeddata, but the Device verification mode is

set as"Face + Password’, the employee will not be able to complete the verification process
successfully.

This is because the Device compares the scannextd template of the person with registered

verification template (both the Bceand the Password) previously stored to that Personnel ID in the
Device.

But as the employee has registered only thede but not the Password, the verification will not get
completed and the Device display¥erification Failed ".

Note:

"I" means'or"”, and *+" means'and".

You must register the required verification information before usinget combination verification
mode, otherwise the verification may fail. For examplé,ai user uses Face Registration but the
verification mode is Face + Password, this user will never pass \aidfic
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3

Main Menu

Press =

on the initial interface to enter th@mmenu, as shown below:

reless

5] Main Menu ']L
e 0 Q) e §
User Mgt. User Role COMM. System
0eao
Personalize Data Mgt. Access Control  Attendance
Search
L Ul
Autotest System Info
Function Description
Menu ‘ Descriptions
User Mgt. To Add, Edit, View, and Delete information of a User
To set the permission scope of the custom role and enroller for the udbed,is, the
User Role .
rights to operate thesystem.
COMM To set the relevant parameters of Network, Serial Comm., PC Connection, Wi
) Network, Cloud ServeWiegand andNetwork Diagnosis
To set parameters related to the system, including Date & TidoeessLogs Setting,
System Face card,passwordand Fngerprint parameters Mdeo Intercom parameters
security settingsand resetting to factory settings.
: To customize settings of User Interface, Voice, Bell Schedules, Punch Statm©pt
Personalize . .
and Shortcut Key Mappings settings.
Data Mgt. To delete all relevant data in the device.

Access Control

To set the parameters of the lock and the relevant access control device inclu
options like Time schedule, Holiday Settings, Combine verification, fiagsback
Setup, andDuress Option Settings.

ding

ce

Attendance To query the specifiedEvent logs check Attendance Photos and Blocklist attendan
Search photos.
Autotest To automatically test whether each module functions properly, including th€D
Screen, AudioMicrophone, Fngerprint sensorCamera, and Redlime Clock.
To view Data CapacityDevice and Firmware informatiomand Privacy Policyf the
System Info

device.

Note: When users use the product for the first time, they should operate it aftettisg administrator
privileges.TapUser Mgt. to add an administrator or edit user permissions as a super administratdhe

Page|31
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product does not have an administrator g, the system will show an administrator setting command
prompt every time you enter the device menu.

2022-05-19 12:00 A

L
®)
(]

12:00

2022-05-19 Thursday

Welcome

To ensure system security, please create an admin account.

OK
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User Management

User Registration

TapUser Mgt. on the main menu.

po)

New User
All Users

Display Style

Registera User ID and Name

TapNew Userand enter theUserID and Name.
o)
User ID
Name
User Role
Palm
Fingerprint
Face
Card Number
Password

Access Control Role

Page|33

User Mgt.

New User

Normal User
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Note:
Aname can take up to 17 characters.
The user ID may contain4 digits by default.
You can modify your ID during the initial registration but not afteggistration.

If a messageDuplicated! " pops up, you must choose another ID as the entered User ID dyreaists

Setting the User Role

There are two types of user accounts: tiNormal User and the Super Admin. If there is already a
registered administrator, the normal users have no rights to manage thstesp and may only access
authentication verifications. The administrator owns all managent privileges. If a custom role is set, you
can also seledtser Defined Role permissions for the user.

ClickUser Roleto select Normal User or Super Admin.

D) User Role

Normal User

O Super Admin

Note: If the selected user role is the Super Admin, the user must pass the identity auttain to access
the main menu. The authentication is based on the hattication method(s) that the super administrator
has registeredPlease refer t6Verification Modé.
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RegisterFingerprint
ClickFingerprint to enter the fingerprint registration page. Select the fingés be enrolled.

D Enroll Fingerprint

Please select the finger to be enrolled

Press the same finger on the fingerprint reader three times. Green indicates that the fingérprs
enrolled successfully.

DD Enroll Fingerprint(2-8)

Enrolled successfully

55
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4.1.4 RegisterFace

ClickFaceto enter the face registration pagd?lease face the camera and stay still during face registration.

The registration interface is as follows:

Page|36

po’

Enroll Face
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Register Card Number

Enroll Card
TapCardin the New Userinterfaceto enter thecardregistration page.

On the Cardinterface, swiping card underneath the card reading area. The card registration will be
successful.

If the cardis registered already then theDuplicate Card’ message shows up. The registration interface
is as follows:

S Enroll Card Number ) Enroll Card Number

Please swipe card

EE
o 01
Jp——

Enroll Card QRCode
TapCardin the New Userinterfaceto enter thecardregistration page.

On the Card interface, show the QR code in front of the camerdheQR coderegistration will be
successful.

If the QR codeés registered already then theEtror! Card already enrolled.” message shows up. The
registration interface is as follows:
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= Enroll Card Number 9D Enroll Card Number

Card Number: https: //u.wechatcom/ELmLzsOby6W-hYsqV5g

4.1.6 RegisterPassword

Tap Password to enter the password registration page. Enter a password anéméer it. TapOK. If the
two entered passwords are different, the prompPassword not match!" will appear.

D) Password
1 2 3 &)
4 5 6 A~
7 8 9 v

Note: The password may contain one to eight digits by default.
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RegisterUser Photo

When a user registered with a photo passes the authentication, the registered photdoitlisplayed.

ClickUser Photo, click the camera icon to take a photo. The system will return toRlesv Userinterface
after taking a photo.

Note: While registering a face, the system will automatically capture a pictur¢hasuser photo. If you do
not want to register a user photo, the system will automatically set the pret captured as the default
photo.

Access Control Role

User access contteets the door unlocking rights of each person, including the group and the tinesipd
that the user belongs to.

Click Access Control Role> Access Group assign the registered users to different groups for better
management. New users belong to Group 1 by default and can be reassignedher groups. The device
supports up to 99 access control groups.

ClickTime Period, select the time period to use.
D) Access Control
Access Group Disabled
Time Period

Duress Fingerprint 1
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4.2 Search User

Onthe Main Menu, tapUser Mgt., and then tapAll Usersto search a User.

On the All Usersinterface, tap on the search bar on the user’s list to enter the required retrieval keyword
(where the keyword may be the user ID, surname, or full naar@) the system will search for the related
user information.

hD) User Mgt. 9 All Users
New User 1 Mike
All Users 2 Jon B
Display Style 3 Lily &
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Edit User

On theAll Usersinterface, tap on the required user from the list and t&plit to edit the user information.

D) User : 1 Mike Lee 9 Edit: 2
Edit User ID 2
Delete Name

User Role Normal User

Palm 1
Fingerprint 1
Face 1
Card Number

Password

Access Control Role

Note: The process of editing the user information is the same as adding a new azegpt that the User ID
cannot be modified when editing a uselhe process in detail refers tser Registratioh

Deleting User

On the All Usersinterface, tap on the required user from the list and tdpelete to delete the user or
specific user information from the device. On tli#elete interface, tap on the required operation and then
tap OKto confirm the deletion.

Delete Operations
Delete User:Deletes all the user information (deletes the selected User as a whole) from ¢hve®
Delete Face Only Deletes the Face information of the selected user.
Delete Password Only:Deletes the password information of the selected user.
Delete Fingerprint Only: Deletes tha=ingerprintinformation of the selected user.

Note: If you selecDelete User, all information of the user will be deleted.
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Display Style
Tap onUser Mgt. > Display Style to choose the style oAll Usersinterface’slist.

h) Display Style

Multiple Line

O Mixed Line

Different display styles are shown as below:

Multiple Line Mixed Line
D All Users D All Users
1 Mike Lee 1 RE
RE Mike Lee
2 2 o,
1 a
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User Role

If you need to assign some specific permissions to certain users, you @diythe "User Defined Role

under theUser Rolemenu.

You may set the permission scope of the custom role (up to 3 rades) enroller that is, the permission

scope of the operatin menu.

ClickUser Roleon the main menu interface.

S
2
2.

Enroller

User Role

User Defined Role 1

User Defined Role 2

User Defined Role 3

On theUser Defined Roleinterface, toggleEnable Defined Roleto enable or disable the usedefined

role.

po)

User Defined Role 1

Enable Defined Role

Name

User Defined Role 1

Define User Role

Tap onName and enter the custom name of the role.

’ ‘ User Defined Role 1
T‘ User Defined Role 2

‘ User Defined Role 3

Enroller

D) User Role

9 SuperAdmin
N\
Enable Defined Role &/
Name SuperAdmin-1

Define User Role
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Then, tap onDefine User Role and select the required privileges to assign to the new role, and then tap

on the Return button.

During privilege assignment, theMain Menu function names will be displayed on the left and its sub

menus will be listed on its right.

First, tap on the required/ain Menu functions, and then select its required suibenus from the list which

the user can access.

mAccess Control

m Attendance Search

mF’rint

m Autotest

m System Info

D) SuperAdmin

E]User Magt. mNew User
mComm. mAII Users
mSystem mDispIay Style
m Personalize

m Data Mgt.

D) User Role

O Normal User
SuperAdmin-1

O Super Admin

Note: If the User Role is enabled for the device, tapldser Mgt. > New User > User Roléo assign the
created roles to the required users. But if there is no super administrator regdtin the device, then the

device will prompt Please enroll super admin first!" when enabling the User Role function.
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Communication Settings

TapCOMM.on the Main Menu to set the Ethernet PC connection, Cloud Server settiegandand Network
Diagnosis

p Comm.

D Ethernet

Serial Comm

PC Connection

Wi-Fi Settings

Cloud Server Settings
Wiegand Setup
Network Diagnosis

Bluetooth Settings

Network Settings

When the device needs to communicate with a PC over the Ethernet, you need to configunsoniet
settings and ensure that the device and the PC connect to the same network segment.

TapEthernet on the Comm. Settings interface to configure the settings.

D) Ethernet

|P Address 192.168.163.201
Subnet Mask 255.255.255.0
Gateway 192.168.163.1
DNS 114114114114
TCP COMM.Port 4370
DHCP

Display in Status Bar W,
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Function Description

The default IP address 192.168.1.201. It can be modified according to the
network availability.

The default Subnet Masis 255.255.255.0t can be modified according to the
network availability.

IP Address

\v

Subnet Mask

The default Gateway address is 0.0.0.0. It cammuelified according to the

Gateway network availability.

The default DNS address is 0.0.0.0. It can be modified according to
network availability.

The default TCP COMM Port value is 4370. It can be modified accoralithge t
network availabiity.

DNS

TCP COMM. Port

Dynamic Host Configuration Protocol dynamically allocates IP adsessfor

DHCP X }
clients via server.

Display in Status Bar | Toggle to set whether to display the network icon on the status bar.

6.2 Serial Comm¥,

Serial Comm function facilitates to establish communication with thevice through a serial port (/RS485
Master Unij.

TapSerial Comm.on the Comm. Settings interface.

D Serial Comm h] Serial Comm
Serial Port RS485(PC) QO no using
Baudrate 115200 (=) RS485 (PC)

O Master Unit
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Function Description

Function Name ‘ Descriptions

Disable: Do not communicate with the device through the serial port.

RS485(PC)Communicates with the device through RS485 serial port.
Serial Port
Master Unit: When RS485 is used as the function Mdster unit”, the device

will act as a master unit, and it can lm®nnected to RS485 fingerprint & card
reader.

The rate at which the data is communicated with PC, there are 4 optionsaafib
rate: 115200 (default), 57600, 38400, and 19200.

The higher is the baud rate, the faster is the communication speed,dso the
Baud Rate less reliable.

Hence, a higher baud rate can be used when the communication distance is
short; when the communication distance is long, choosing a lower baud rate
would be more reliable.

6.3 PC Connection

Comm Key facilitates to improve the security of data by setting the commication between the device
and the PCOnce the Comm Key is set, a password is required to connect the device to theff\aue.

TapPC Connectionon the Comm. Settings interface to configure the communication settings.

hD) PC Connection

.....

Comm Key

Device ID 1

Function Description

Function Name ‘ Descriptions

c K The default password is 0 and can be changed.
omm Ke
y The Comm Key can contain@ digits.

It is the identification number of the device, which ranges between 1 and 254

Device ID If the communication method is RS232/RS485, you need to input this deuire
in the software communication interface.

1§47
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Wireless Network
The device provides a Wi module, which can be budin within the device mould or can be externally
connected.

The WiFi madule enables data transmission via Wi (Wireless Fidelity) and establishes a wireless network
environment. WiFi is enabled by default in the device. If you don't need to use theWietwork, you can
toggle the WiFi to disable button.

TapWi-Fi Settings on the Comm. Settings interface to configure the WiFi settings.

po) Wi-Fi Settings = 1=
WIFI

hwlyg@123 Connected
ZKTECO =
ZKTeco-tes =
ZKTeco-Visitor =

Add Wi-Fi Network

Advanced

WIFI is enabled in the Device by default. Toggle™. - button to enable or disable WIFI.
Oncethe WiFi is turned on, the device will search for the available WIFI within the netwange

Tap on the appropriate WiFi name from the available list, and input the atirpassword in the password
interface, and then tagConnect to WIFI (OK)
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D Wi-Fi Settings 1= 1= D ZKTECO
WIF| Security: WPAEAP/WPA2EAP
hwlyq@123 Connected Signal Strength: Very Strong

Password
ZKTECO =
ZKTeco-tes =
ZKTeco-Visitor =

Add Wi-Fi Network

Advanced

Connect to Wi-Fi (OK) Cancel (ESC)

WIFI Enabled:Tap on the required network Tap o the password field to enter the password,
from the searched network list. and then tap onConnect to WIFI (OK).

When the WIFI is connected successfully, the initial interfacedigpplay the WAFi = logo.
Add WIFI Network Manually

The WIFI can also be added manually if the required WIFI is notagisglon the list.

ho) Wireless Network D) Add WIF| Network

WIFI 35D

Not n the Network range Network Mode INFRA

Add WIFI Network Auth, Mode OPEN

Advanced

Tap on Add WIFI Network to add the WIFI  On this interface, enter the WIFhetwork
manually. parameters. (The added network must exist.)

Note: After successfully adding the WIFI manually, follow the same procese#och for the added WIFI
name.

Advanced Setting

Onthe Wireless Network interface, tap onAdvanced to set the relevant parameters as required
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5 Wi-Fi Settings

1= I

hwlyg@123 Connected

ZKTECO

d)

ZKTeco-tes

.)))

ZKTeco-Visitor

.,))

Add Wi-Fi Network

Advanced

Function Description

D Ethernet

DHCP

| @

IP Address 192.168.66.4

Subnet Mask 255.255.255.0

Gateway 192.168.66.1

Dynamic Host Configuration Protocol (DHCP) dynamically ates IP addresses
to network clients.If the DHCP is enabled, then the IP cannot be set manually.

DHCP

IP Address

Subnet Mask

Gateway

6.5 Clo

TapCloud Server Settingon the Comm. Settings interface to connect with the ADMS server.

Page|50

IP address for the WIFI network, the default is 0.0.0.0. It can bdified
according to the network availability.

according to the network availability.

The default Subnet Mask of the WIFI network is 255.255.255.0. It can Hdiedb

The default Gateway address is 0.0.0.0. Can be modified accorditigetnetwork

availability.

ud Server Setting

) Cloud Server Setting

Server Mode

Enable Domain Name

Server Address

Server Port

Enable Proxy Server

HTTPS

ADMS

192.168.163.61

8088
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Function Description

Enable Once this mode is turnedN, the domain nhame mod¢€http://..."
Domain Server Address | will be used, such as http://www.XYZ.com, whil§YZ denotes the
Name domain name.

Disable Server Address | The IP address of the ADMS server.

Domain

Name Server Port Port used by the ADMServer.

The IP address and the port nhumber of the proxy server is

Enable Proxy Server manually when the proxy is enabled.

To increase the security of browser access, users can enable the
HTTPS protocol to create a secure and encrypteeétwork
transmission and assure the security of sent data through iden
authentication and encrypted communication.

This function is enabled by default. This function can be enabled or
disabled through the menu interface, and when changing th
HTTPS status, the device will pop up a security prompt, and restart
after confirmation.

ty
HTTPS

6.6 Wiegand Setup

It is used to set the Wiegand input and output parameters.

TapWiegand Setup on the Comm. Settings interface to set the Wiegand input and output parameters.

D) Wiegand Setup
Wiegand Input
Wiegand Output

6.6.1 Wiegand nput
hD) Wiegand Options
Wiegand Format
Wiegand Bits 26
Pulse Width(us) 100
Pulse Interval(us) 1000
ID Type User ID
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Function Description

Function Name Descriptions

Wiegand Format | Its value can be 26 bits, 34 bits, 36 bits, 37 bits, and 50 bits.

Wiegand Bits The number of bits of the Wiegand data.

The value of the pulse width sent by Wiegand is 100 microseconds by default

Pulse Width (us) which can be adjusted within the range of 20 to 100 microseconds.

The default value is 1000 microseconds and can be adjusted within tange of

Pulse Interval (us) 200 to 20000 microseconds.

ID Type Select betweerthe User ID angdardnumber.

Various Common Wiegand Format Description

Wiegand Format Description

ECCCCCCCCcCcceeeecececececeececcececo

It consists of 26 bits of binary code. ThHit is the even parity bit of the ® to 13"
bits, while the 26 bit is the odd parity bit of the 1% to 25" bits. The 2 to 25" bits
is the card numbers.

ESSSSSSSSCCCCCCCCCCCCCCCCOo

It consists of 26 bits of binary code. ThHit is the even parity bit of the 2 to 13"
bits, while the 26 bit is the odd parity bit of the 1% to 25" bits. The 2 to 9" bits
is the site codes, while the ¥@o 25" bits are the card numbers.

ECCCCCCCCCCCccceeeeceeececececececcecececececcececo

It consists of 34 bits of binary code. Th#Hit is the even parity bit of the 2 to 17"
bits, while the 34 bit is the odd parity bit of the 18 to 339 bits. The 2! to 25" bits
is the card numbers.

ESSSSSSSSCCCCCCCCCCccceeececceecececcecco
It consists of 34 bits of binary code. ThHit is the even parity bit of the ® to 17"

bits, while the 34 bit is the odd parity bit of the 18 to 33¢ bits. The 2 to 9" bits
is the site codes, while the ¥Go 25" bits are the card numbers.

OFFFFFFFFFFFFFFFFCCCCCCCccceeeccececMME

It consists of 36 bits of binary code. Th#Hit is the odd parity bit of the 2 to 18"
Wiegand36 bits, while the 38 bit is the even parity bit of the 19to 35" bits. The 2 to 17"
bits is the device codes.hE 18" to 33 bits is the card numbers, and the 840
35" bits are the manufacturer codes.

EFFFFFFFFFFFFFFFFFFCCCCCCCCCCCCcccececo

It consists of 36 bits of binary code. ThiHit is the even parity bit of the 2 to 18"
bits, while the 3@ bit is the odd parity bit of the 19 to 35" bits. The 2!to 19" bits
is the device codes, and the 2@o 35" bits are the card numbers.

OMMMMSSSSSSSSSSSSCCCCCCCCCcccceeeecececcE

It consists of 37 bits of binary code. Th#Hit is the odd parity bit of the Z to 18"
Wiegand37 bits, while the 37 bit is the even parity bit of the 19to 36" bits. The 2 to 4™ bits
is the manufacturer codes. TH&" to 16" bits is the site codes, and the 210 36"
bits are the card numbers.

Wiegand26

Wiegand26a

Wiegand34

Wiegand34a

Wiegand36a
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EMMMFFFFFFFFFFSSSSSSCCCCCCCCCCCCcCcccco
It consists of 37 bits of binary code. ThHit is the even parity bit of the ® to 18"

Wiegand37a bits, while the 37 bit is the odd parity bit of the 19 to 36" bits. The 2 to 4™ bits
is the manufacturer codes. Theé"Go 14" bits is the device codes, andT%o 20"
bits are the site codes, and the 2fo 36" bits are the card numbers.
ESSSSSSSSSSSSSSSSCCCCCCCCCCCceeeeeceeececccecececcecccecececco

. . . . o h

Wiegands0 It consists of 50 bits of binary code. ThHit is the even parity bit of the @ to 25'

bits, while the 5@ bit is the odd parity bit of the 28to 49" bits. The 2to 17" bits
is the site codes, and the 8o 49" bits are the card numbers.

"C" denotes the card number,E" denotes the even parity bit’'O" denotes the odd parity bit;"F"
denotes the facility code;'M" denotes the manufacturer code}P" denotes the paritybit; and "S"
denotes the site code.

6.6.2 Wiegand Qutput

b Wiegand Options

SRB

Wiegand Format

Wiegand output bits 26
Failed ID Disabled
Site Code Disabled
Pulse Width(us) 100
Pulse Interval(us) 1000
ID Type User ID

Function Description

Function Name Descriptions

SRB

When SRB is enabled, the lock is controlled by the SRB to prevent the lock
from opening due to device removal.

Wiegand Format

Its value can be 2Bits, 34 bits, 36 bits, 37 bits, and 50 bits.

Wiegand Output
Bits

After selecting the required Wiegand format, seletiet corresponding output bit
digits of the Wiegand format.

Failed ID

If the verification fails, the system will send the failed ID te tevice and replace
the card number or personnel ID with the new one.
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It is similar to the device ID. The difference is that a sitdeccan be set manually
Site Code and is repeatable on a different device. The valid value ranges\ f0 to 256 by
default.

The time width represents the changes in the quantity of electric charge with

Pulse Width(us) regular highfrequency capacitance within a specified time.

Pulse Interval(us) The time interval between pulses.

ID Type Select the ID types asther User ID or card number.

Network Diagnosis

To set the network diagnosis parameters.

Click Network Diagnosis on the Comm. Settings interfaceEnter the IP address that needs to be
diagnosed, anctlick Start the diagnostic test to check whether the network can connect to the device.

D) Network Diagnosis

|P address diagnostic test 0000

Start the diagnostic test
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System Settings

It helps to set related system parameters to optimize the accessibilitthefdevice.
TapSystemon the Main Menu interface to get into its menu options.
D System
Date Time
Access Logs Setting
Face
Fingerprint
Palm Parameter
Security Setting
Reset

m Detection Management

Date and Time

TapDate Timeon the Systeminterface to set the date and time.

D) Date Time

Date and Time Auto Sync

Set the NTP Server Address 0.cn.pool.ntp.org
Select Time Zone UTC+8.00
24-Hour Time -
Date Format YYYY-MM-DD

The product supports the NTP synchronization time system byfadét. This function takes effect after
Date and Time Auto Syncis enabled and the corresponding NTP server address link is set.
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If users need to safate and time manually, disablBate and Time Auto Syncfirst, and then tapManual
Time Setting to set date and time and tap Confirm to save.

pn ] Date Time

Date and Time Auto Sync

Manual Date and Time

Select Time Zone UTC+8:00
24-Hour Time
Date Format YYYY-MM-DD

TapSelect Time Zoneto select a time zone then tathe return button to save and exit.

Tap24-Hour Time to enable or disable this format. If enabled, then select hate Format to set the date
formati.e., the way date should be displayed on the device.

» TapDaylight Saving Time to enable or disable the function. If enabled, tdpaylight Saving Mode to
select a daylightsaving mode and then taaylight Saving Setup to set the switch time

9 Daylight Saving Setup D) Daylight Saving Setup

Start Month 1 Start Date 00-00
Start Week 1 Start Time 00:00
Start Day Sunday End Date 00-00
Start Time 00:00 End Time 00:00
End Month 1

End Week 1

End Day Sunday

End Time 00:00

Week Mode Date Mode

When restoring the factory settings, the time (2wur) and date format (YY¥MM-DD) can be restored,
but the device date and time cannot be restored.

Note: For example, if a user sets the time of the devité8:85 on March 15, 2019) to 18:30 on January 1,
2020. After restoring the factory settings, the time of the device will remain aB@®n January 1, 2020.
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7.2 Access LogsSetting

ClickAccess Logs Settingon the System interface.

Function Description

ho) Access Logs Setting

No photo

| @)

Access Log Alert 99

Camera Mode

Display User Photo

Disabled

Periodic Del of Access Logs

Periodic Del of ATT Photo 99

Periodic Del of Blocklist Photo 99

Authentication Timeout(s) 3

Face comparison interval(s) 1

Camera Mode

This function is disabled by defaulivhen enabled, a security prompt wi
pop-up and the sound of shutter in the camera will turn on mandatori
There are 5 modes:

No Photo: No photo is taken during user verification.
Take photo, no save:Photo is taken but not saved during verification.
Take photo and save:All the photos taken during verification is saved.

Save on successful verification:Photo is taken and saved faéach successfu
verification.

Save on failed verification: Photo is t&ken and saved only for each faile
verification.

Display User Photo

This function is disabled by defauliVhen enabled, a security prompt wi
pop-up.

Access LogAlert

When the record space of the attendance access reaches the maxin
thresholdvalue, the device automatically displays the memory space warni

Users may disable the function or set a valid value between 1 and 9999.

Logs

Periodic Del of Access

When accesdogs reach its maximum capacity, the device automatica
deletes a set of old accessgs.

Users may disable the function or set a valid value between 1 and 999.
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Periodic Del of ATT
Photo

When attendance photos reach its maximum capacity, the dev
automatically deletes a set of old attendance photos.

Users may disable the function or set a valid value between 1 and 99.

Periodic Del of
Blocklist Photo

When block listed photos reach its maximum capacity, the dev
automatically deletes a set of old block listed photos.

Users may disable the function or set a valid value between 1 and 99.

Authentication

The amount of time taken to display successful verification message.

Timeout (s) Valid value: 1~9 seconds.
FaceComparison The amount of time required to compare facial templates.
Interval (s) Valid value: 0~9 seconds.

7.3 Face Parameters

TapFaceon the Systeminterface to go to the face parameter settings.

po)

Face 1L h) Face 11

1:N Threshold Value

1:1 Threshold Value

Face Enrollment Threshold

Face Pitch Angle

Face Rotation Angle

Image Quality

Minimum Face Size

LED Light Trigger Value

Motion Detection Sensitivity

Live Detection

Live Detection Threshold

Anti-spoofing using NIR

Function Description

74
63
70
35
25
40
80

80

50

| @)

Face Rotation Angle

Image Quality

Minimum Face Size

LED Light Trigger Value

Motion Detection Sensitivity

Live Detection

Live Detection Threshold

Anti-spoofing using NIR

WDR

Anti-flicker Mode

Face Algorithm

Save Photo as Template

25
40
80

80

50

50HZ

| @)

Function Name Description

1:N Match Threshold

Under 1:N verification mode, the verification will only be successfillen the
similarity between the acquired facial image and adlgistered facial templates
is greater than the set value.

The valid value ranges from 65 to 120. The higher the thresholds, the lowe
misjudgement rate and the higher the rejection rate, and vice versa. |
recommended to set the default value of 75
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1:1 Match Threshold

FaceEnrollment
Threshold

FacePitch Angle

FaceRotation Angle

Image Quality

Minimum Face Size

LEDLight Trigger
Threshold

Motion Detection
Sensitivity

Live Detection

Live Detection
Threshold
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Under 1:1 verification mode, the verification will only be successful when the
similarity between the acquired facial image and the user’s facial templz
enrolled in the device is greater than the set value.

The valid value ranges from 55 to 120. The higher the thresholds, the lower the
misjudgement rate and the higher the rejection rate, and vice versa. |
recommended to set the default value of 63.

During face enroliment, 1:N comparison is ustadetermine whether the user
has already registered before.

When the similarity between the acquired facial image and all registered facial
templates is greater than the set threshold, it indicates that the face has already
been registered.

It is the pitch angle tolerance of a face for facial template registratiord ¢
comparison.

If a face’s pitch angle exceeds the set value, it will be filtered by the alguri
i.e., ignored by the terminal thus no registration and companisterface will
be triggered.

It is the rotation angle tolerance of a face for facial template registration and
comparison.

If a face’s rotation angle exceeds the set value, it will be filtered bg
algorithm, i.e., ignored by the teminal thus no registration and comparison
interface will be triggered.

It is the image quality for facial registration and comparison. The leiglthe
value, the clearer image is required

It sets the minimum face sizeequired for facial registration and comparison.

If the minimum size of the captured image is smaller than the set value, then
will be filtered offand not recognized as a face.

This value can also be interpreted as the face comparison distance. artteef
the individual is, the smaller the face, and the smaller number of pixélthe
faceobtained by the algorithm. Therefore, adjusting this parameter can wsd]
the farthest comparison distance of faces. When the value is O, the
comparison distace is not limited

This value controls the turning on and off of the LED light. The larger the value,
the LED light will turn on or off more frequently

It sets the value fothe amount of change in a camera’s field of vidkkmown as
potential motion detection that wakes up the terminal from standby to the
comparison interface.

The larger the value, the more sensitive the system would be, i.e., if @&darg
value is set, the coparison interface activates with much ease, and the motion
detection is frequently triggered

It detects the spoof attempt using visible light images to determine Het
provided biometric source sample is of a real person (a live humaimdpeor a
false representation.

It facilitates judging whether the captured visible image is a real person (a live
human being). The larger the value, the better the agpioofing performance
using visible light
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Anti -counterfeiting
with NIR

WDR

Anti -flicker Mode

Face Algorithm

Save Photo as
Template

Using nearinfrared spectra imaging to identify and prevent fake photos and
videos attack.

Wide Dynamic Range (WDR) balances light and extends image visibility
surveillance videos under high contrast lighting scenesdaimproves object
identification under bright and dark environments

It is used when WDR is turned off. It helps to reduce flicker when the déyjc
screen flashes at the same frequency as the light

It has facial algorithm related information and pause facial template upslat

This function is enabled by default, and the menu interface supports enabling
or disabling this function, and there is a security prompt when switchinghéh/
this function is disabled, it will indicate that there is a risk reminddfate re
registration is required after an algorithm upgrade. ”

Note: Improper adjustment of the exposure and quality parameters may severdfgci the performance
of the device. Please adjust the exposure parameter only under the goig of the aftersales service

personnel of our company.

Process to modify the Face Recognition Accuracy

On the System interface, tap onFaceand then toggle to enable AntSpoofing using NIR to sehe

anti-spoofing.

Then, onthe Main Menu, tapAuto-Test > Test Facand perform the face test.

Tapthree times for the scores on the right upper corner of thereen, and the red rectangular box appears

to start adjusting the mode.

Keepone arm distance btween the device and the face. It is recommended not to move the face inde wi

range.

Fingerprint Parameters

ClickFingerprint on the System interface.

D Fingerprint

1:1 Threshold Value
1:N Threshold Value
FP Sensor Sensitivity
1:1 Retry Attempts

Fingerprint Image
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Recommended matching

' FRR FAR thresholds
35 I:N 11
Low High Low 45 25
, Medium | Medium 35 15
Low High 25 10

Always show

Copyright©202 ZKTECO CO., LTD. All rights reserved.



SpeedFac&/3_Series User Manual

Function Description

Function Name Descriptions

Under 1:1 verification method, the verification will only be successfiien the

1:1 Match similarity between the acquired fingerprint data and the fingerprint template
Threshold associated with theentered user ID enrolled in the device is greater than the set
value.

Under 1:N verification method, the verification will only be successfillen the

L:N Match similarity between the acquired fingerprint data and the fingerprint templates
Threshold . .

enrolled in the device is greater than the set value.

To set the sensibility of fingerprint acquisition. It is recommended &elthe

default level"Medium". When the environment is dry, resulting in slow fingerprint
FP Sensor ) . . .

o detection, you can set the level ttHigh" to raise the sensibility; when the

Sensitivity

environment ishumid, making it hard to identify the fingerprint, you can set the
level to"Low".

In 1:1 Verification, users might forget the registered fingerprint, or press the finger

1:1 Retry Times improperly. To reduce the process of-entering user ID, retry iallowed.

This function isdisabled by default. After disabling it, the fingerprint image wil
not be displayed when registering and verifying fingerprints. The meimterface
allows to enable or disable this function, and there are security prompts when
switching. Four choices are available:

Show for enroll: to display the fingerprint image on the screen only durir

Fingerprint Image | €nroliment.
Show for match: to display the fingerprint image on the screen only durir
verification.

Always show: to display the fingerprint image on screen during enroliment and
verification.

None: not to display the fingerprint image.

7.5 Video Intercom Parameters

ClickVideo intercom parameters on the System interface.

o) Video intercom parameters

QR code binding
Intercom Server Setting

Calling Timeout(s) 20
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Function Description

Function Name Description

QR Code Binding Use theZSmartAPP client to scan the QR code to connaatd bind the device

Set the IP address and port number of the intercom server.
Server Address:Enter the sever installation IP address.
Server Port:Itis the service port set during installation (not the ADMS port).

Intercom Server
Setting

Calling Timeout (s) If the call is not answered withiraspecified time, it exgto the main interface.

7.6 Security Settings

TapSecurity Settings on the Systeminterface
5 Securlty Settings
Security Mode
Standalone Communication

SSH

ollellelle

User ID Masking
Display Verification Name

Display Verification Mode

Function Description

Function Name Description

When enabled, user information verification has a high level of securltyis
function can be enabled or disabled via the menu interface. Wisanitching on
and off, there are security prompts. All data will be deleted and the device will be
restarted after confirmation.

Security Mode Note: After turning on the security mode, the product will forcibly enable the
function of returning to the standby interface when the menu times out
default (default 60s). It does not support disabling in security mode, butides
support disabling in nonsecurity mode. To configure, go tBersonalize > User
Interface >Menu Screen Timeout(s)
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Standalone
Communication

SSH

User ID Masking

Display
Verification Name

Display
Verification Mode

By default, this function iglisabled. This function can be enabled or disabled via
the menu interface. When it is switched on, a security prompt appears, and| the
device will restart after you confirm.

The device does not support the Telnet feature, hence SSH is typically t®ed
remote debugging. By default, SSH is enabled. The menu interface allows you to
enable and disable SSH. When enabled, there will be a security proimgtthe
device will not need to be restarted after confirmation.

After enabled, the Use ID will be partially displayed after the personn
verification result (only the User ID with more than 2 digits supports thasking
display), and it is enabled by default.

After enabkd, the user's name will be displayed aftéhe personnel verification
result. The verification result will not show the name after disablihg i

After enabled, the personnel verification result will show the user's verification
mode. The verification result will noshow the verification mode after you
disable it.

Factory Reset

The Factory Reset function restores the device settings such amnwnication settings and system
settings, to the default factory settings (this function does not clear registetserdata).

TapReseton the Systeminterface and then tapOKto restore the default factory settings
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= System

Date Time
Face

Fingerprint

Palm Parameter

Video Intercom Parameters

Security Settings

Reset

Reset?Restart

OK

Cancel
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Detection Management %

ClickDetection Management on the System interface.

) Detection Management

High temperature alarm threshold

Temperature deviation correction
Temp. Unit

Temperature measurement distance

1 i Detection Management
Enable temperature screening with infrared Temp. Unit °C
37.30°C Temperature measurement distance Far
Temperature over the range; access denied Display Thermodynamics Figure
0.00 Display Body Temperature
°C Enable mask detection
Far Deny access without mask

Enable palm temp. detection

Temperature calibration

Display Body Temperature

Enable mask detection

Deny access without mask

Allow unregistered people to access

Allow unregistered people to access

Enable capture of unregistered person

Trigger external alarm

Clear external alarm

Exter alarm delay(s) 255

Firmware update

Enable Temperature
Screening with
Infrared

To enable or disable the infrared temperature measurement function.

When this function is enabled, before the access is granted, users must pass
the temperature screening in addition to identity verification.

To measure body tempeture, users’ faces must be aligned with tt
temperature measurement area.

High Temperature
Alarm Threshold

To set the value athe alarm threshold of high body temperature.

When the temperature measured during verification is higher than the set
value, the device will give a prompt and audio alarm.

The default alarm threshold is 37.3D.

Temperature Over
the Range; Access
Denied

When this function is enabled, if the user's body temperature measured is
above (or below) the alarm threshold, the useill not be granted access even
if his/her identity is verified.

If this function is disabled, the user is allowed to access the restriciesh
when his/her identity is verified, regardless of his/her body temperature.

Temperature
Deviation Correction

As the temperature measurement module allows a small range of err
(disturbance) of an observed value under different environments (humidity,
room temperature and such), users may set the deviation value here.

Temp. Unit

The unit of body temperature can be switched between Celsiug)(and

Fahrenheit (i ).
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Temperature
Measurement
Distance

Display
Thermodynamics
Figure %

Enable Palm Temp.
Detection %

Temperature
Calibration %

Enable Mask
Detection

Display Body
Temperature

Enable Mask
Detection

Deny Access without
Mask

Allow Unregistered
People to Access

Enable Capture of
Unregistered Person

Trigger External
Alarm %

Clear External Alarm
3

External Alarm
Delay(s) %
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When measuring temperatte during the verification process, there are three
modes:Near,Closeand Far.

To enable or disable the display of the thermal image of a person.

When enabled, the thermal image of the person is be displayed in the upper
left corner of the device during the detection process.

To enable or disable thpalm temperature detection tinction.

When enabled, the device will display the user's palm temperature during the
verification process.

Note: This function is not enabled by default, and can be upgraded
support.

Calibrate the temperature by comparing the current temperature value with
the surface temperature value of the device.

To enable or disable the mask detection function.

When it's enabled, the device will identify whether the user is wearing a mask
or not during verification.

To enable or disable thdisplaybody temperaturefunction.

When enabled, the device will display the user's specific temperature value
during the verification process.

To enable or disable the mask detection function.

When it's enabled, the device will identify whether the user is wearing a mask
or not during verification.

To enable or disable thdeny access withoumaskfunction.

When it's enabled, even if the body temperature is normal, the person who
does not wear a mask will not allow the person to enter.

To enable or disable the unregistered people to accéssction.

When enabled, as long as the person who passes de¢ection, the device
allowsthe personnel to enter without registration.

To enable or disable theapture of unregistered persofunction.

When enabled, the device will automécally capture the photo of the
unregistered person, enabling this feature requires toenable Allow
Unregistered People to Access

When enabledif the user's temperature is higher than the set threshold value
or the maskdetection is enabled, but the mask is not worn by the person, it
will trigger an alarm.

It clears the triggered alarm records of the device.

The delay (s) time for triggering an external alarm. It can bersstconds.
Users may disable the function or set a value between 2556.
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Choose whether to update the thermal imaging temperatucketection

Firmware Update ¥ .
module software version.
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Personalize Settings

Tap Personalize on the Main Menu interface to customize interface settings, voice, bell, punch state
options, and shortcut key mappings.

hD) Personalize

User Interface
Voice

Bell Schedules

E Punch State Options

Shortcut Key Mappings

Interface Settings

TapUser Interface on the Personalize interfaceto customize the display style of the main interface.

ho) User Interface

Wallpaper

Language English
Menu Screen Timeout(s) 60
Idle Time to Slide Show(s) 60
Slide Show Interval(s) 30
Idle Time to Sleep(m) Disabled
Main Screen Style Style 1
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Function Description

Function Name ‘

Wallpaper

Description

It helps to select the main screen wallpaper according to the user preference

Language

It helps to select the language of the device

Menu Screen

When there is no operation, and the time exceeds the set value, the de
automatically goes back to the initial interface.

Timeout (s) The function can either be disabled or set the required value between 60 and
99999 seconds
Idle Time To When there is no operation, and the time exceeds the set value, a slide show is
_ displayed. The function can be disabled, or you may set the value between 3|and
Slide Show (s) 999 seconds.
Slide Show It is the time interval in switching betwee different slide show pictures. The
Interval (s) function can be disabled, or you may set the interval between 3 and 999 seconds
. If the sleep mode is activated, and when there is no operation in the device, then
Idle Time To ) .
the device will enterstandby mode.
Sleep (m)

This function can be disabled or set a value with#®39 minutes

Main Screen Style

The style of the main screen can be selected according to the user preference.

8.2 Voice Settings

TapVoice on the Personalize interface to configure the voice settings.

Function Description

Function Name

Voice Prompt

hD) Voice

O
| @)

Volume 70

Voice Prompt

Touch Prompts

Description

Select whether to enable voice prompts during operating.

Touch Prompt

Select whether to enable keypad sounds.

Volume

Adjust the volume of thedevice; valid value:-Q00.
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8.3 Bell Schedules
TapBell Scheduleson the Personalize interface to configure the Bell settings.

hD) Bell Schedules

New Bell Schedule

All Bell Schedules

New Bell Schedule

TapNew Bell Scheduleon the Bell Scheduleinterface to add a new bell schedule.

hD) Bell Schedules D) New Bell Schedule
New Bell Schedule Bell Status
All Bell Schedules Bell Time
Repeat Never
Ring Tone bell01.wav
Internal bell delay(s) 5

Function Description

Bell Status Toggle to enable or disable the bell status.
. Once the required time is set, the device automatically triggéosring the bell
Bell Time . .
during that time.
Repeat Set the required number of counts to repeat the scheduled bell
Ring Tone Select a ringtone.

Set the replay time of the internal bell. Valid values range from 1 to

Internal Bell Delay(s) seconds

All Bell Schedules

Once the bell is scheduled, on thBell Schedulesinterface, tapAll Bell Schedulesto view the newly
scheduled bell.

Edit the Scheduled Bell

On the All Bell Schedulesinterface, tap on the required bell schedule, and t&ulit to edit the selected
bell schedule. The editing method is the same as the operations of adding a new bell sdeedu
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Delete aBell

On the All Bell Schedulesinterface, tap the required bell schedule, and t&elete, and then tapYesto
delete the selected bell.

8.4 Punch StatesOptions

TapPunch States Optionson the Personalize interface to configure the punch state settings.

D) Punch State Options D) Punch State Options
Punch State Mode Off Punch State Mode Manual Mode
Punch State Timeout(s) 10

Punch State Required

Function Description

Function Name Description

Select a punch state mode, which can be:

Off: It disables the punch state function. And the punch state key set under
the Shortcut Key Mappings menu becomes invalid.

Manual Mode: Switch the punch state key manually, and the punch state
key will disappearfter Punch State Timeout.

Auto Mode: The punch state key will automatically switch to a speci
punch status according to the predefined schedule which can ket & the
Shortcut Key Mappings.

Punch State Mode Manual and Auto Mode: The main interface will display thauto-switch
punch state key. However, the users will still be able to select an alternative
that is the manual attendance status. After the timeout, the mant
switching punch state key will become an auswitch punch state key.

Manual Fixed Mode: After the punch state key is set manually to
particular punch status, the function will remain unchanged until manya
switched again.

Fixed Mode: Only the manually fixed punch state key is shown. Us
cannot change the status by pressing any other keys.

It is the amount of time for which the punch state is displayed. The value

Punch State Timeout (s) ranges from 5~999 seconds.

To choose whether an attendance state needs to be selected dut

Punch State Required .
verification.
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Shortcut KeysMappings

Users may define shortcut keys for attendance status and functional keythe main interface. So, on the
main interface, when the shortcut keys are pressed, the corresponding attendance stattieedunction
interface displays directly.

TapShortcut Key Mappings on the Personalize interface to set the required shortcut keys.

D) Shortcut Key Mappings

F1 Check-In
F2 Check-Out
F3 Break-Out
F4 Break-In
F5 Overtime-In
F6 Overtime-Out

On the Shortcut Key Mappings interface, tap on the required shortcut key to configure the shortcut
key settings.

On the Shortcut Key ('F1’) interface, tapfunction to set the functonal process of the shortcut key
either as punch state key or function key.

If the Shortcut key is defined as a function key (such as New user, All, 'ters the configuration is
done as shown in the image below.

D) F1 9 F1

Punch State Value 0 Function New User
Function Punch State Options

Name Check-In

If the Shortcut key is set as aipch state key (such as cheak, checkout, etc.), then it is required to
set the punch state value (valid value 0~250), name, and switch time.
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9 Data Management

On theMain Menu, tapData Mgt. to delete the relevant data in the device.

D) Data Mgt.

m Delete Data

9.1 Delete Data

TapDelete Data on the Data Mgt. interface to delete the required data.

o) Delete Data

Delete Access Records
Delete Attendance Photo
Delete Blocklist Photo
Delete All Data

Delete Admin Role

Delete Access Control
Delete User Photo Templates
Delete Profile Photo

Delete Wallpaper

Delete Screen Savers

Function Description

Function Name Description

Delete AccessRecords To delete attendance data/access recorcsnditionally.

Delete Attendance Photo | Tg delete attendance photos of designated personnel.

Delete Blocklist Photo To delete the photos taken duringailed verifications.

Delete All Data To delete information and attendance logs/access records of
registered users.

Delete Admin Role To removeall administrator privileges.

Delete Access Control To delete all access data.

To delete user photaemplates in the deviceWhen deleting template
photos, there is a riskeminder: ‘Face reregistration is required after
an algorithm upgrade. ”

Delete User Photo
Templates
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Delete Profile Photo To delete all user photos in the device.
Delete Wallpaper To delete all wallpapers in the device.
Delete Screen Savers To delete the screen savers in thevice.

The user may seleddelete All or Delete by Time Rangewhen deleting the access records, attendance
photos or block listed photos. SelectinQelete by Time Range you need to set a specific time range to
delete all data within a specific period

D) Delete Access Records ho) Start Time

Delete All

Delete by Time Range
2020-12-08 00:00

V' V' V' V' V'
2020)] 12 08 00 00
YYYY MM DD HH MM
Confirm (OK) Cancel (ESC)
Select Delete by Time Range Set the time range and clic®K
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Access Control

On the Main Menu, tap Access Controlto set the schedule of the door opening, locks control and to
configure other parameters settings related to access control.

) Access Control

Access Control Options

Time Rule setting
Holidays

Combined Verification
Anti-passback Setup

u Duress Options

To gain access, the reqistered user must meet the following conditions

The relevant door’s current unlock time should be withamy valid time zone of the user’s time period.

The corresponding user’'s group must be already set in the door unlock combimaand if there are
other groups, being set in the same access combo, then the verificatiothofe group’s members is
also reqiired to unlock the door).

In default settings, new users are allocated into the first group with thefaddt group time zone,
where the access combo 4" and is set in unlock state by default.
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10.17 Access Control Options

TapAccess Control Optionson the Access Controlinterface to set the parameters of the control lock of
the terminal and related equipment.

) Access Control Options ) Access Control Options

Gate Control Mode

Gate Control Mode 0

Door Lock Delay (s) 5 Verification Mode Password/Fingerprint/Fa...
Door Sensor Delay (s) 10 Door available time period 1
Door Sensor Type Normal Close (NC) Normal open time period None
Verification Mode Password/Fingerprint/Fa... Master Device Out
Door available time period 1 Slave Device Out
Normal open time period None Auxiliary input configuration

Master Device Out Speaker Alarm

Slave Device Out Reset Access Setting

Auxiliary input configuration

Speaker Alarm

Reset Access Setting

Function Description

Function Name Description

Gate Control Mode

It toggles betweenON or OFFswitch to get into gate control mode or not.

When set toON, the interface removes the Door lock relay, Door sen
relay, and Door sensor type options.

sor

Door Lock Delay (s)

The length of time that the device controls the electric lock b@ inunlock
state.

Valid value1~10 seconds; O seconds represents disabling the function.

Door Sensor Delay (s)

If the door is not locked and is left open for a certain duration gp8ensor Delay
an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 1 to 255 seconds.

Door Sensor Type

There are three Sensor typdd¢one, Normal Open,and Normal Closed.
None: It means the door sensor is not in use.
Normally Open: It means the door is always left open when electric power is o

Normally Closed: It means the door is always left closed when electric power is

on.
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Verification Mode

Door Available Time
Period

Normal Open Time
Period

Master Device

Slave Device

Auxiliary Input
Configuration

Speaker Alarm

Reset Access Setting

The supported verification mode includes PasswoFiigerprint/Face,

Fingerprint only,User ID only, Passwordser ID + Fingerprint, Fingerprint +
Passwod, User ID + Fingerprint + Passworféiace onlyfFace + Fingerprint,
Face + Passwotdrace + Fingerprint + Password

It sets the timing for the door so that the door is accessible only during that
period.

It is the scheduled timgoeriod for "Normal Opert mode so that the door is
always open during this period.

While configuring the master and slave devices, you may set the state of the
master agOut or In.

Out: A record of verificatioon the master device is a chedut record.

In: A record of verification on the master device is a chéctkecord.

While configuring the master and slave devices, you may set the state of the
slave aDut or In.

Out: A record of verification on thelavedevice is a checkut record.

In: A record of verification on thelavedevice is a checkn record.

Sets the door unlock time period and auxiliary output type of the auxijia

terminal device.Auxiliary output types include None, Trigger door open,
Trigger Alarm, Trigger door open and Alarm.

It transmits a sound alarm or disassembly alarm from the local. When the
door is closed or the verification is successful, the systancels the alarm
from the local.

The access control reset parameters include door lock delay, door sensor
delay, door sensor type, verification mode, door available time peri
normal open time period, master device, and alarm. However, erased access
control data in Data Mgt. is excluded.

Time Schedule

TapTime Rule Settingon the Access Control interface to configure the time settings.

The entire system can define up to 50 Time Periods.

Each timeperiod representsl0 Time Zones, i.el week and3 holidays, and each time zone is a
standard 24 hour period per day and the user can only verify within the valicetjperiod.

One can set a maximum of 3 time periods for every time zone. The relationshipngnthese time
periods is OR'. Thus, when the verification time falls in any one of these tipegiods, the verification

is valid.

The Time Zone format of each timgeriod isHH MM-HH MM, which is accurate to minutes according

to the 24-hour clock.

Tapthe grey box to search the required Time Zone and specify the required Time Zone numbetirfaen

up to 50 zones).
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po)

Sunday

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

holiday type 1

holiday type 2

holiday type 3

Time Rule[2/50]

[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....
[00:00 23:59] [00:00 23....

[00:00 23:59] [00:00 28....

Q

On the selected Time Zone number interface, tap on the required day (that is Montagsday, etc.) to set

the time.

HH

Confirm (OK)

Specify the start and the end time, and then tgK
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Note:

The door is inaccessible for the whole day when the End Timeuog before the Start Time (such as
23:57~23:56).

It is the time interval for valid access when the End Time occurs after $tart Time (such as
08:00~23:59).

The door is accessible for the wke day when the End Time occurs after the Start Time (such that
Start Time i90:00 and End Time i23:59).

The default Time Zone 1 indicates that the door is open all day long.

Holidays

Whenever there is a holiday, you may need a distinct access time; but changiagyene's access time
one by one is extremely cumbersome, so a holiday access time can behatapplies to all employees
and the user will be able to open the door during the holidays.

TapHolidays on the Access Controlinterface to set the Holiday access.
ho) Holidays
Add Holiday

All Holidays

Add a New Holiday

TapAdd Holiday on the Holidays interface and set the holiday parameters.

ho) Holidays

No. 1
Date Undefined

Holiday Type holiday type 1

Repeats Every Year

Edit a Holiday

On theHolidays interface, select a holiday item to be modifiedlapEdit to modify holiday parameters

Delete a Holiday

On the Holidays interface, select a holiday item to be deleted and t&elete. PresOKto confirm the
deletion. After deletion, this holiday does not display on tidl Holidays interface
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Combined Verification

Access groups are arranged into different deonlocking combinations to achieve multiple verifications
and strengthen security.

In a doorunlocking combination, the range of the combined number N@&s N 5 and the number of
members N may all belong to one access group or may belong to fiffedint access groups

Tap Combined Verification on the Access Control interface to configure the combined verification
setting.

D) Combined Verification

1 0100000000
2 0000000000
3 0000000000
4 0000000000
5 0000000000
6 0000000000
7 0000000000
8 0000000000
9 0000000000

10 0000000000

Q

On the combined verification interface, tap the Doonlock combination to be set, and tap thap and
down arrows to input the combination number, and then pre€3K.

For Example:

If the Door-unlock combination 1 is set ag01 03 05 06 08) It indicates that the unlock combination
1 consists of 5 people and all the 5 individuals are from 5 groupsy&ls, AC Gyup 1, AC Group 3, AC
Group 5, AC Group 6, and AC Group 8, respectively.

If the Door-unlock combination 2 is set ag02 02 04 04 07) It indicates that the unlock combination
2 consists of 5 people; the first two are from AC Group 2, the next two are &a@nGroup 4, and the
last person is from AC Group 7.

If the Door-unlock combination 3 is set ag09 09 09 09 09) It indicates that there are 5 people in
this combination; all of which are from AC Group 9.

If the Door-unlock combination 4 is set ag03 05 08 00 00) It indicates that the unlock combination
4 consists of only three people. The first person is from AC Group 3, the secondnpersrom AC
Group 5, and the third person is from AC Group 8.

Note: To delete the doowunlock combination, set all Docunlock combinations to O.
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10.5 Anti-passbackSetup

A user may be followed by some person(s) to enter the door withoutifigation, resulting in a security
breach. So, to avoid such situations, the ARtissback option was developed. Once itesabled, the
checkin and checkout record must occur alternatively to open the door to represent a consistpattern.

This function requires two devices to work together:

One device is installed on the indoor side of the door (master device), aedother one is installed on the
outdoor side of the door (the slave device). The two devices commur@cat the Wiegand signal. The
Wiegand format and Output type (User IDJardNumber) adopted by the master device and slave device
must be consistent.

—> In

Slave \ Master
Device Device
Deoor
A
\ | | user
Outée———

TapAnti-Passback Setupon the Access Controlinterface.

o) Anti-passhack Setup ho) Anti-passback Direction

Anti-passback Direction No Anti-passback (_;: No Anti-passback
O Out Anti-passback

O In Anti-passhack

O In/Out Anti-passback

Function Description

No Anti-Passback: The AntiPassback function is disabled, which mea
successful verification through either the master device or slave device can
unlock the door. The attendance state is not saved in this option.

Out Anti-Passback:The user can cheekut only if the lastrecord is a checln

] record otherwise an alarm is raised. However, the user can clrefieely.
Anti-passback

Direction In Anti-Passback: The user can cheek again only if the last record is

checkout record otherwise an alarm is raised. However, the user can check
out freely.

In/Out Anti -Passback:In this case, a user can cheitkonly if the last record is
a checkout or the user can cheeckut only if the last record is a chegk
otherwise the alarm is triggered.
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10.6 Duress Options Settings

Once a user activates the duress verification function watispecific authentication method(s), and when
he/she is under coercion and authenticates using duress verification, the deviceakslthe door as usual.
At the same time, a signal is sent to trigger the alarm as well.

On theAccess Controlinterface, tapDuress Optionsto configure the duress settings.

b Duress Options

Alarm on Password
Alarm on 1:1 Match
Alarmon 1: N Match
Alarm Delay(s) 10

Duress Password None

Function Description

Function Name Description

When a user uses the password verification method, an alarm signal will be
generated, otherwise there will be nalarm signal.

Alarm on Password

When a user uses thk1verification method, an alarm signal will be generated,

Alarm on 1:1 Match otherwise there will be no alarm signal.

When a user uses thd:N verification method, an alarm signal will b

Alarm on 1:N Match generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is elags@he

Alarm Delay () value ranges from 1 to 999 seconds.

Set the6-digit duress password. When the user enters this duress password for

Duress Password o N : ,
verification, an alarm signal will be generated.
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Attendance Search

Once the identity of a user is verified, the access record is saved in the deviceuiiti®h enables users
to check their event logs

SelectAttendance Searchon the Main Menu interfaceto search for the require@vent Logs.

o) Attendance Search

Event Logs
Attendance Photo

a Blocklist ATT Photo

The process of searching for attendance and blocklist photos is similar to éfiaearching for event logs
The following is an example of searching for event logs

On theAttendance Searchinterface, tapEvent Logsto search for the required record

1. Enter the user ID to be searched and t&K. If 2. Select the time range in which the records
you want to search for records of all users, tap  need to be searched
OKwithout entering any user ID.

) User ID

ho) Time Range
Please Input(query all data without input) Today

O Yesterday
O This week
(O Lastweek
O This month
(O Lastmonth
O All
O User Defined

1 2 3 &

4 5 6 AN

7 8 9 v

ESC 0 123
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3. Once the record search completes. Tap the 4. The below figure shows the details of the

record highlighted in green to view its details. selected record
) Personal Record Search ho) Personal Record Search 1= =
12-08 Number of Records:05 0 12-08 08:16 200 2
0 08:16 08:16 06:19 06:18 06:1¢ 0 12-08 08:16 200 2
12-07 Number of Records:48 0 12-08 06:19 1 1
0 15:05 15:05 13:41 13:41 13:3° 0 12-08 06:18 200 2
13:30 13:29 13:28 13:27 13:27 0 12-08 06:18 200 2

13:27 13:27 13:26 13:26 13:2!
13:25 12:26 12:26 10:54 10:5¢
10:50 10:50 10:50 10:49 10:2¢
10:28 10:28 10:27 10:26 10:2¢
09:08 09:09

1 15:00 14:59 14:55 14:55 14:5¢
14:24 14:24 14:24 14:24 14:2¢
14:24 14:24 14:23 14:23 12:2¢
12:21

Verification Mode : Other Status: 2
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12 Autotest

SelectMain Menu, tap Autotest. It enables the system to automatically test whether the functions of
various modules are working normally, including the LCD, Voice, Camera, aridliRea Clock (RTC).

D) Autotest

Microphone test

Test Fingerprint Sensor

n Test Face

Test Clock RTC

Function Description

Function Name Description

and the voice quality igjood.

Test All To automatically test whether the LCD, audio, camera and RTC are normal.
To automatically test thalisplay effect of LCD screen by displaying fodilor, pure
Test LCD . .
white, and pure black to check whether the screen displays colors normally.
. To automatically test whether the audio files stored in the device are complete
Test Voice

Microphone Test

To test if the microphonés workingproperly byspeaking into the microphone.

Test Fingerorint To test the fingerprint sensor by pressing a finger on the scanner to check if the
gerp acquired fingerprint image is clear. When you are pressing a finger on the scanner,
Sensor . S o
the fingerprint image will display on the screen.
To test if the camera functions properly by checking the pictures taken to see if
Test Face
they are clear enough.
To test the RTC. The device testsatlter the clock works normally and accurately
Test Clock RTC with a stopwatch. Touch the screen to start counting and press it again to stop
counting.
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13 System Information

On theMain Menu, tap System Info to view the storage status, the version information of the device, and
firmware information.

D System Info
Device Capacity

E Device Info

a Firmware Info

B Privacy Policy

Function Description

Function Name Description

Displays the current device's user storage, password, and faterage,
administrators, access records, attendance and blocklist photos, and pketos.

Device Capacity

Displays the device's name, serial number, MAC address, face algorithm, npatfo

Devicellip information, and manufacturer and manufacture date.
Firmware Info Displays the firmware version and other version information of the device.
The privacy policy control will appear when the gadget turns on for the first time.
After clicking T have read it," the customer can use the producegularly. Click
_ _ System Info -> Privacy Policy to view the content of the privacy policy. Th
Privacy Policy privacy policy's content does not allow for U disc export.

Note: The current privacy policy's text is only available in Simplified
Chinese/English. However, tralasion of other multilanguage content is
underway, with more iterations.
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LAN Video Intercom Function Settingss

Installing ZKBio VMS Pluginn the ZKBioSecuritySoftware

Install the ZKBioSecurity Software

While installing, selecthe "VMS" module of the ZKBioSecurity software to instad showrin the following
installation interface.

I3 Setup - ZKBioSecurityV5000 S

2 (] AD Integration
Access @ -
P (] LED

Advanced Access (] & B _
| L Arteco&C2P Integration

Elevator [ ]
= (] Middle Table
Attendance [ O Line Int .
ine Integration
Visitor [] 7 Easeks E
aceKios
VMS @ —
= _«F Video
Consumption [_] -
(] Parking
Patrol (] aT s
emperature Mgm
SMS [ 2 y

< Back ] I Cancel ] [ Mext =

Note: The Video module and the VMS module cannot be selected at the same time.
Installing the ZKBio VMS Plugin
Double-clickon the providedZKBioVMSPIlugin_sglite.exe file to install the ZKBio VMS Plugin

Note: The ZKBioSecurity software and ZKBio VMS Plugin need to be opsinadtaneously to recognize
the intercom function.
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Configuration Parameters

Setthe required parameters correctly to ensugeconnection between the device and the software.
Add site on the Video-VMSplugin

a. Double clickthe O icon to open the VideeVMS PluginClick*Choose site> Site management >
Add on the login interface. Thergnter the Name, IP address, afdrt to add a site as shown in the
following figure.

@ZKBiO VMS Plugin

admin Site Setting
'

ssssssese

H
R

¥R [ Auto login

Add site

Name IP address Port Mame: ' VMS

IP address:Enter the local IP address.
Port: The defaultport is 5252.

b. Enter theusernameand the password after adding the site and clitlogin to login the VideaVMS
plugin. Theusernameand the initial password are bottadmin.

@ZK BiO VMS Plugin

admin

-

[ Auto login

Note: When the VideaVMS plugin is connecteduccessfully to th&ZKBioSecurity, the password charge
synchronously to the admin user password of the ZKBioSecurity.
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Configure the connection path of the ZKBioSecurity and VMSplugin

ClickVideo > Connection > Connection Management on the ZKBioSecurity softwate change the path,
as shown in the followingmage:

VMS Connection Path

URL:"http://local IP_ addressport"

Port: It is8489 by default (.g, http://192.168.163.61:8489).

Server Path

URL:"http://server IP addresgort"

Port: The port is the service port set during installatios.g, http://192.168.163.61:8094not the
ADMS port)

Configure the parameters on the device

a. Click on = >COMM.> Cloud Server Setting on deviceto set the server address argkrver porti.e,

the IP address and port number of the server after the software is installed. If the device

communicates with the server successfully, the i@is displayed in the upper right corner of the

standby interface.

b. Click on = > System > Video Intercom Parameters > Intercom Server Setting to set the server
address and server port.

Server Address:Enter the ZKBioSecurity installation IP address.

Server Port: The port is the service port set during installation (not the ADMS port).
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Adding device on the ZKBioSecurity software

a. ClickAccess> Device > Device > Searchto add the device on the ZKBioSecurity software.
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b. After the device is added successfully to the access module, it aatically addsto the video module.
User can click/ideo > Video Device > Searchto view.

Note: If the device is not added to the Video module, please check whether the paramse#tings are
correct.

Video Preview on the ZKBioSecurityoftware

ClickVideo > Real Time Monitoring > Video Preview to enter the preview interface of the device.
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Make aCall on the Device

1. Clickon icon on thewelcomescreenof the device to make a call.

2. The server page popup the call window by default, as shown in the following figure.

CallInterface In-call Interface
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Function Description

Itis the Answer key, the user can click to answer the current call. After answering, enter the
window during the call, and turn on audio and video by default

Itis the Hang up key. After hanging up, immediately end the current.call

Itis the Ignae key, used to ignore the current call. Click it to close the call window, thed
icon in the upper right corner will display the number of pending calls, like this

The user can click the icon in the dropdown menu to open the call window of the
current device again and choose to answer, as shown following figure.

Itis the Hang up key, used to hang up the current call
Itis the Snapshot key, used to take a snapshot

Itis the RemoteOpen key, used to open the door remotely. The default lock drive time is|5
seconds

Note: If the device preview interface is opened on tti#KBioSecuritysoftware, the call interface will no
longer be displayed in this call window.
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Connect to ZKBioAccess MT B oftware 34

Set the Communication Address
Device Side
TapCOMM. > Ethernet in the main menu to sethe IP address and gateway of the device.

(Note: The IP address should be able to communicate with #i€BioAccess MTE&erver, preferably in
the same network segment with the server address)

Inthe main menu, clickCOMM.> Cloud Server Settingto set the server address and server port.

Server address:Set the IP address as of ZKBioAccess sarizer.

Server port: Set theserverport as ofZKBioAccess MT(O he default is 8088).

Software Side

Login to ZKBioAccess MTé&bftware, clickSystem > Communication > Communication Monitor to set
the ADMSservice port, as shown in the figure below:
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Add Device on the Software

Add the device by searching. The process is as follows:
ClickAccess Control> Device > Search Deviceto open the Search interfacim the software

ClickSearch, and it will prompt “Searching...... .

After searching, the list and total number of access controllers will be ldigpd.

Click Add in operation column, a new window will pojup. Select Icon type, Area, and Add to LEve
from each dropdown and clickOKto add the device
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Add Personnel on the Software

ClickPersonnel > Person> New:

Fll in all the required fieldand click OKto registera new user

ClickAccess > Device > Device Control > Synchronize All Data to Deviggo synchronize all the
data to the device including the new users

Realtime monitoring on the ZKBioAccess MT[3oftware

Click Prevention > Epidemic > Temperature Detection > Reaktime monitoring to view all the
personnel's events present under the Abnormbémperature, No Masks, and Normal Records
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The user data of abnormal body temperature is displayed on the Abnorfrehperature information
bar automatically according to the Temperature Threshold Setting is set.

Click Epidemic > Temperature Management > Statistics Panel to view the analysis of statistical
data in the form of a piechart and view the personnel with normal temperatureabnormal
temperature, and unmeasured body temperature. Also, detailed information of the pareel can be
seen on the right by clicking on the particular category on the fakart.

Note: For other specific operations, please referZz&BioAccess MTBer Manual
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Connecting to ZKBio TalkSoftware %

Download and install the ZKBio Tatkftware. Then, leep the parameter settings of ZKBioSecurity software
unchanged forthe relevantsettings. (Pleaseafer toLAN Video Intercom Function Settinl)s

Following are the steps to connect ZKBio Talk to the ZKBioSecurity soéw
1. Firstly, dbange the parameter on the device.

Tap on System > Video intercom parameters > Intercom Server Setting on the device to
change the server address and server pas shown in the following figure

Server Address:Enter the current server installation IP address.
Server Port: The default server port i25550.

2. Double click the ¢on to open the ZKBio Talk softwaraVhen the deviceside video intercom
parameters are set correctly, the device automatically paskthe device list on the left, as shown in
following figure.
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3. Auser can click on  to preview the video on the rightOn dicking or icon, a user carlose
the preview screenNo action is taken when is clicked.
4. Whenauser clicks icon on the main interface of the device to make a cdtle software interface

displaysthe IP address of the calling device in yellow.
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5.  When the user clickthe icon to answer the call, the IP address is displayed in green while on the
call. The call duration is also displayed just above the icon

Function Description :

This is the Snapshot key, used to take a snapshot

This is the Remote open key, used to open the door remotely. The default lock dnmeesis
5 seconds

Note: Onlythe offline devices can beemoved.
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Connecting to ZSmart APP%4

Adding Device on the SmartAPP

After downloading and installing the ZmartAPP on your phone, create a User account initially with your

Email ID. After creating the User account, logarthe App, andclick or iconon the top
right corner of the screeno add a deviceThe process is as follows:

1. ClickAdd Device on the Home page.

2. Tap onSystem > Video Intercom Parameters > QR Code Bindingto show the QR codef the
device

3. Click the icon in the upper right corner
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Video Phone Connection

Visitors press the  button on the device to make a call and the phone wilhg. The user can accept or

decline the call. After the useaccepts the call, it wilbpen the video door phone interface. Enter the
password to unlock the door.

Parameter Description

Screenshot Click to take a screenshot.

Speak The icon becomes blue when click it, and you can talk to tlexice at this time.

Record Click to make a record video.

Photo album View and delete screenshots and recorded videos

Unlock glicli to open the door remotely. The unlocking record is saveilimm> Message
enter.

Note: For other specific operations, please referttee ZSmarAPFRUser Manual
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18 Connecting to SIP¥%

TapVideo Intercom Parameters on the Systeminterface to go to themonitoring parameter settings.

Note: This function needs to be used with the indostation Vpad A2.

Function Description

Calling Delay(s) Set the time of call, alid value 3Qo 60 seconds

Talking Delay(s) Set the time of intercom, &lid value60 to 120 seconds

You can set a shortcut key to call thedoor station quickly without

Calling Shortcut Settings entering the IP address of the indoor unit each time.

The value of WebServer is the same as the value of DMTF in the

dtmf device in order to unlockti

Select whether to enable the server addres®nce you have
SIP Server connected to the server, you can call it by entering theernameof
the indoor station.

Server Address Enter the server address
Server Port Enter the serveport.

User Name Enter the Username of server.
Password Enter the password of server.
realm Enter the realm of server.
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The SpeedFace/5L andthe indoor station to achieve video intercom there are two modes, respectively,
the LAN and SIP server

Local Area Network Use

Set the IP address on the indoatation, TapMenu >Advanced > Network > 1. Network > 1. IPv4.

v’

- Network
Accounts 1.Connection Mode ‘ StaticIP ‘
Network 2.1P Address | 192.168.163.199 |
Security 3. Mask | 2552552550 |
Maintenance 4. Gateway ‘ 192.168.163.1 ‘

Device

5.Primary DNS

6.Secondary DNS

‘ 114.114.114.114 ‘

| 8888 |

Note: In LAN, the IP addresses of tmeloor station and the SpeedFaceé/5Lmust be in the same network

segment.

Directly Enter the IP Address of the Indoor Station

Once the indoorstationis configured with the network, the video intercom function can be realizbytap
the icon on the SpeedFac¥5L screen and entering the IP address of the indst@tion in the jumping

interface.
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Custom the Punch Status Options

Use your browser to enter the address to log into WebSever, the address isStwal |IP
Address:1443, for examplehttps: //192.168.163.99:1443
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Enter the WebSever account and password, the initial accouradsnin, passwordadmin@123.
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Download configuration data.

Enter theindoor station'scommunicationaddress and device number in the downloadable form

IP Address/Subnet Mask/Gateway:Must be the same as the indoatation to be connected.

Dialing Number: Customize the number of the indoostation, you can enter the value on SpeEdceV5L
to call the indoorstation quickly for video intercom.

Once the form is set up and saved, upload the configuration form in WebSever.
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6. On SpeedFac#/5L, tap Calling Shortcut Settings, select any item except admin, and enter the form
information you just uploaded.

Function Description

Function Name Description

You can customize any character (support Chinese, Eng

Name numbers, symbols, etc.) that will bdisplayed on the call page.
It is the dialing number in theconfiguration data you can enter the
Device Number value onSpeedFace/5Lto call the indoorstation quickly for video
intercom.

After entering the dialing number, the corresponding® address ir
IP Address , . . ) .
the configurationdatawill be automatically paired.
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Name

You can thertap 199 on the punch status options to directly implement the video intercam

Device Number

Enter the device number in the call screen
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SIP Server

On SpeedFac&/5L, tap SIP Server dter the device is rebooted, enter the servezlated parameters, as
shown below:

Once the SIP is set up correctly, a green dot will appear in theeupjght corner of the call page to
indicate that the oeedFace V5L is connected to the server. You can call the account name ofritieor
station.
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For details on the operation and use of tledoor station, please refer to théndoorstationuser manual
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Connecting to Bluetooth Lock %

Through this Bluetooth function, the Bluetooth lock can be bound toetHevice, and when the user passes
the verification on the device or enters the correct Bluetooth lock code, the laak lose unlocked remotely.

TapBluetooth Settings on the Comm. Settings interface to set the Bluetooth.

Bind Device

ClickBluetooth to enablethe Bluetooth function

You need to touch theBluetooth lock keyboard to wake up the lock, the device will search through
Bluetooth and display theBluetoothlock to be bound on theBluetooth Settings interface.

Select the Bluetooth lock to be bound, enter the lock password setting interface

Please enter a 6 to 9 digitew password, clickConfirm to save the passworghen the interface will
display "Unbound" after completion.
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Select the ubound Bluetooth lockagainto enter the Details interface.

Pleasetouch the Bluetooth lock keyboard to wake up the devifiest, and thenclick Linking Device,
the Buetooth lock willemit a beepsound, and the interface will pop up d.lhked' prompt, indicatirg
that the device is successfully bound.
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After clicking OK on the successful binding interface, the device will automatically synchrenilae
setting lock passwordto the Bluetooth lock The Bluetooth lockwill emit a beep sound, and the

device interfacewill pop up a"Succesdully set up." prompt, indicating that the device is successfully
set.

Change Password

Tap on Comm. > Bluetooth Settings, select the boundBluetooth lock, and enter theDetails
interface.

ClickLock Passwordto open the password setting interface, enter the new passwawdce, and click
OKto save.
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Please touch the Bluetooth lock keyboard to W& up the devicefirst, and then click Set Lock
Password to synchronize the newpassword to the Bluetooth lockThe Bluetooth lockwill emit a
beep sound, and thelevice interfacewill pop up a"Succesdully set up." prompt, indicating that the
device is successfully set.
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Delete Password

Tap on Comm. > Bluetooth Settings, select the bound Bluetooth lock, and enter thBetails
interface.

Please touch the Bluetooth lock keyboard to W& up the devicefirst, and then click Delete Lock
Password. The Bluetooth lock wilemit a beepsound, and the interface will pop up aRemoved."
prompt, indicating that the password has been deleted successfully.

Note: After deleting the password, the Bluetooth lock will be restored to tbeginal password: 123456.

Unbind Device

Tap on Comm. > Bluetooth Settings, select the bound Bluetooth lock, and enter thBetails
interface.

Please touch the Bluetooth lock keyboard to wake up the deviicst, and thenclick Unlink Device on

the Details interface Theinterfacewill pop up a“Are you sure to unlink the device?’ prompt, then
clickOK
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After the Bluetooth lockemits a beepsound, the interfacewill pop up a 'Successfully unlinked."
prompt, indicating that theunbinding of the device is complete.

Note: After the device is unbound, the Bluetooth lock will be restored to the oridipassword: 123456.

Page|117 Copyright©202 ZKTECO CO., LTD. All rights reserved.



SpeedFac&/3_Series User Manual

Unlock
After the user binds the Bluetooth lock to the device, the lock can be unlocked througiassword or
remotely through the device.
Unlock via Password

After changing the password on the device, you can enter this password on the Bluettmtk keyboard
to unlock it.

Unlock via SpeedFaceV5L

After binding the Bluetooth lock to thedevice, the Bluetooth lock can be opened remotely when the user
verifies that the face, cardingerprintor passwordon the device.

After verification, the interface pops up arJhlocking via Bluetooth " prompt, and the lock is opened
after 5 seconds.
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Appendix 1

Requirements of Live Collection and Registration of Visible Lig Face

Images
It is recommended to perform registration in an indoor envitment with an appropriate light
source without underexposure or overexposure on the face

Do not place the device towards outdoor light sources like door or windar other harsh light
sources

Darlk-color apparels other than the background color are recommended for registration
Expose your face and forehead properly and do not cover your faoe eyebrows with your hair

It is recommended to show aormalfacial expression(A snile is acceptable, but do not close your
eyes, or incline your head to any orientatipn

Two images are required for persons with eyeglasses, one image with eysggasd one other
without them.

Do not wear accessories like scarf or mask that may cover your mouthior ¢

Please face right towards the capturing device and locate your face inithgge capturing area as
shown inthe image below.

Do not include more than one face in the capturing area.

A distance of 50cm to 80cm is recommended for capturing the image. (the distais adjustable,
subject to body height)
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Requirements for Visible Light Digital Face Image Data

The digital photo should be straighedged, coloured, halportrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should rempin t;m eyeglasses for
getting photos captured

Eye Distance

200 pixels or above are recommended with no less tHekb pixels of distance.
Facial Expression

A neutral face or smile with eyes naturally open are recommended.
Gesture and Angel

The horizontal rotating angle should not exceed £10°, elevation should egteed +10°, andepression
angle should notexceed £10°.

Accessories

Masks or coloured eyeglasses are not allowed. The frame of the eyeglasses stmutdver the eyes and
should not reflect light. For persons with thick eyeglasses frames, it is recentted to capture two
images, one with eyeglasseand the other one without them.

Face
Complete face with clear contour, real scale, evenly distributed light] ao shadow.
Image Format
Should be in BMP, JPG or JPEG.
Data Requirement
Shouldcomply with the following requirements:
White background with darkcoloured apparel.
24bit true color mode
JPG format compressed image with not more than 20kb size.
Resolution should be betwee58 x 441 to 1080 x 1920
The vertical scale of head and body should be in a ratio of 2:1.
The photo shouldinclude the captured person’s shoulders at the same horizontal level.
The captured persois eyes should be open and with clearly seen.iris
A neutral face or smile is preferred, showing teeth is not preferred.

The captured person should be easily visibletural in color, no harsh shadow or light spot or
reflection in the face or background. The contrast and lightness level shoul@djgropriate
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Appendix 2

PrivacyPolicy

Notice:

To help you better use the products and services of ZKTeco and its affilidtereinafter referred as
"we", 'our", or"us', the smart service provider, we consistently collect your personal informatiances
we understand the importance of your personal information, we tookuyoprivacy sincerely and we
have formulated this privacy policy to protect your personimformation. We have listed the privacy
policies below to precisely understand the data and privacy protectioeasures related to our smart
products and services.

Before using our products and services, please read carefully and uncerstand all the rules and
provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its
terms, you must stop using our products and services.

|. Collected Information

To ensure the normal product operation and help the service improvement, we wollect the
information voluntarily provided by you or provided as authorized bywyauring registration and
use or generated as a result pbur use of services.

1.

User Registration Information: At your first registration, the feature templatd-{ngerprint
template/Face template/Palm template ) will be saved on the device according to the
device type you have selected to verify the unique similarity between you and tlseruD
you have registered. You can optionally enter your Name and Code. Theaabdarmation is
necessary for you to use our products. If you do not provide surtbrimation, you cannot use
some features of the product regularly.

Product information: According to the product model and your granted permission when
you install and use our services, the related information of the productvehich our services
are used will be collected when the product is connected to the software, udalg the
Product Model, Firmware Version Number, Product Serial Numlaerd Product Capacity
Information. When you connect your product to the software, please carefully read the
privacy policy for the specific software.

II.  Product Security and Management

1.
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When you use our products for the first time, you shall set the Administrgiovilege before
performing specific operations. Otherwise, you will be frequently reminded set the
Administrator privilege when you enter the main menu interfadé.you still do not set the

Administrator privilege after receiving the system prompt, you s hould be aware of the

possible security risk (for example, the data may be manually modified).
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2. All the functions of displaying the biometric information are disallén our products by
default. You can choose Menu > System Settings to set whether to displaybibenetric
information. If you enable these functions, we assume that you are awdréhe personal
privacy security risks specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whether to display otrssr
verification information (such as Name, Department, Photo, etaifler the Administrator
privilege.If you choose to display such information, we assume that you are aware of
the potential security risks (for example, your photo will be disp layed on the device
interface).

4. The camera function is disabled in our products by default. If you wémtenable this
function to take pictures of yourself for attendance recording ok&pictures of strangers for
access control, the product will enable the prompt tone of the came@nce you enable
this function, we assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 2§6rdghm. All the data
uploaded by the Administrator to our products are automatically egpted using the AES
256 algorithm and stored securely. If the Administrator dolwads data from our products,
we assume that you need to process the datadayou have known the potential security risk.
In such a case, you shall take the responsibility for storing the data.shaill know that some
data cannot be downloaded for sake of data security.

6. All the personal information in our products can be queriethodified, or deleted. If you no
longer use our products, please clear your personal data.

Ill. How we handle personal information of minors

Our products, website and services are mainly designed for adi¥gthout consent of parents or
guardians, minors shll not create their own account. If you are a minor, it is recommendeslt t
you ask your parents or guardian to read this Policy carefully, and amdg our services or
information provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collectedhwtheir parents' or
guardians' consent if and to the extent that such use or disclosure isniged by law or we have
obtained their parents' or guardians' explicit consent, and sucte or disclosure is for the purpose
of protecting minors.

Upon noticing that we have collected personal information of minordthout the prior consent
from verifiable parents, we will delete such information as soon as fuesi
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[V.Others

You can vsit https://www.zkteco.com/cn/index/Index/privacy_protection.htmlto learn more

about how we collect, use, and securely store your personal informatiankdep pace with the
rapid development of technology, adjustment of business operations, and ¢pe with customer

needs, we will constantly deliberate and optimize our privacy protectimeasures and policies.
Welcome to visit our official website at any time to learn our ktt@rivacy policy.
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Ecofriendly Operation

The product's "ecdriendly operational period" refers to the time during which this product
will not discharge any toxic or hazardous substances when used in accordance Wwéh t
prerequisites in this manual.

The ecofriendly operational period specified for this product does not inde batteries or
other components that are easily worn down anchust be periodically replaced. The
battery's ecofriendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element

Component .
Name Mercury | Cadmium Hexava.llent Polybrominated Pglybrommated

Lead (Pb) (Hg) (Cd) Chromium Biphenyls (PBB Diphenyl Ethers

g (Cr6+) pheny (PBDE)
Chip Resistor X | | | | |
Chip Capacitor x | | | | |
Chip Inductor X | | | | |
Diode x | | | | |
ESD
com x | | | | |
ponent

Buzzer X | | | | |
Adapter X | | | | |
Screws | | | X | |

| indicates that the total amount of toxic content in all the homogeneous matds is below the limit
as specified in SJ/T 113632006.

x indicates that the total amount of toxic content in all the homogenesunaterials exceeds the limit
as specified in SJ/11363—2006.

Note: 80% of this product's components are manufactured using ntmxic and ecefriendly
materials. The components which contain toxins or harmful elements atuded due to the current
economic or technical limitations which prevent their replacement with ndoxic materials or
elements.
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