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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
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relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/Floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader door locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot 1ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the operations of ZKBio WDMS software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.

Multi-level menus are separated by these brackets. For example, File > Create >

>
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>.
1 Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the [New User] window.
/ Multi-level menus are separated by forwarding slashes. For example,

[File/Create/Folder].

Symbols

Convention Description

. This represents a note that needs to pay more attention to.

The general information which helps in performing the operations faster.

b ¢ The information which is significant.
@ Care taken to avoid danger or mistakes.
c The statement or event that warns of something or that serves as a

cautionary example.
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Key Updates

Personnel Module

Device Module

MTD Module

System Module

Existing functions has been improved by increasing the function of
customizing personnel attributes and diversifying the methods for
importing and exporting personnel-support and personnel flash
drives.

Optimized existing functions. The Work code adds company
classifications and generates records of the issuing company.

Optimized the function of the MTD module to enhance the stability of
the function.

Optimized existing functions. The addition of automatic personnel
import function makes the integration function of ZKBio WDMS more
powerful. At the same time, it supports data migration of ZKBio
Time.Net 3.0.

Personnel Module

Import USB Format Employee

The Import USB Format Employee function can import the personnel data exported from the device to the

USB disk into the system.

Import USB Format Employee b

Import File= | Choose File | Mo fils chosen

Company™ Company Existing Data* Ignore

FP Version® 10

Pagel|6
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2.2 Export USB Format Employee

The Export USB Format Employee function can export the personnel data of the system to USB disk. These

data can be imported into the device or system again.

Export USB Format Employee

FP Version* 10

Area*  Company|Mot Authorized -

-

Filze Format .dat v

Face Version* 7 -

coe

2.3 Custom Attribute

This function lets you manually create a personalized field based on the Organizational requirement. And
the newly created attribute will get reflected in the Employee module.

1. On the Personnel module, click [Configurations] > [Custom Attribute], to customize the attributes as
required.
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2. The enabled custom attributes will get displayed on the [Personnel] > [Employee] > [Employee] >
[Add/Edit] while adding or editing personnel information.

Add

Prohie

Comgany*  Company

Firad Marme

Bearsal

Emgioyee 107

Laxt e

B

Hired Cate

Privase infermarinn Custom Afrioute

aye

The values of the custom attributes will get displayed on the interface.

3. Click the [:Don the top right corner of the screen, and the custom attributes will be available on the

pop-up window.

4. The user can categorize the display of the custom fields and choose the required custom field to

export according to the requirement.

7-22-1‘.' Personnel

% Q = gyl Emioyer Cusbom Altrbte
- B Eockmakss T Fillers -
w N farlote Empart fersonnel frandies Mare
Emplovee ID 2 First Name & Comaany Code

1 1
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qwieer 1

ey 1

212 1

- 1

1
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Company
Corpary
Compary
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Comparry

Department

Depactmant
Cepartment
Department
Depastment
Deptmant
Depuactireenit
Tiepactment
Dépatmant

Departmenl

Device Pravilege
Lvoloyes
Employes
Emaloyee
Emgleypes
tmaloree
Etrwliyee
Employre
Lrglopse

Employee

Fingeormit

Ve 102

Ver 1o

Ver 101

er i1

e pm OO O Q
VLFaxe

Local Mame

Last Name
Department Cude
Hired Date
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Email

Card MO

Area Codn

B30 E R e

5. Users may specify the fields that need to be imported when bulk importing employeeinformation.

Page|8

Copyright©2021 ZKTECO CO., LTD. All rights reserved.



ZKBio WDMS Change Log

Impart Emplayes

gt File* | Chouss File | No Nie chosen Larguage”  English

Comgany™  Company bd Ewisting Data  ignore

Template Gnma Cuistam impart fislds - Abowrisad Temoiate
= avq
OLast Name 5 - I '
O Cepartment Name
O Poatsan Cade
Ken o (paltian Name ] Directon Male /Femuls . 2016:10:14
Ko mall  OHired Date
LICard NO.
Kosn S ey ote 2 Manager st Male[Female 2016-10-18

A [} <

Emwluyee IT First Name: repariment Name  Poston Code Posibon Name | Gender Hiredd Date

Director Male/ Female - Z01EIL

Citender

1.The heads in file ternpiate are requied | Hobée
27he Lmployes D First Name Degartment O Purthdiy

3. Al eghurrn valuts shauld be tet format o Femil
4 The Card Mumber must ke Lnigue Cnge
Lweight

2.4 Palm and Face Enrollment

The enrollment function facilitates the registration of the employee's face and palm via palm scanner PV10R
and face scanner FA10R.

palmRegistergalmregister ®
ZEPALM KRR NO DEVICE

-

——

V75 S
- 3

[Zf

r\ﬂf
LY
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3 Device Module

3.1 Message

3.1.1 Public Message

All Personnel on the device to which the public message is delivered can see this message.

Select [Device] > [Message] > [Public] > [Add] to add a public message.

3.1.2 Private Message

The selected person can receive the message.

Select [Device] > [Message] > [Private] > [Add] to add a private message.
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Deparime = Ewpuaetermd = L tmploye Selocted 0

Emphoyer © 3 FautName 2 Lt Narne Evployee IO < First Name

HE® 3081

Deoartment
Esrpadtment
Deaattment
[

20 Tertal 430 Records Rl Confio

St Time*

Cortpats

3.2 Work Code

Adds different work codes and uploads them to a single device or multiple devices.

Select [Device] > [Data] > [Work Code] to assign work code.

3.3 Command Log

The executed commands will be listed on [Device] > [Log] > [Command Log], and the commands to be
executed will be listed on [Device] > [Device] > [Device] Command.

Device
% Q E R Command Log
& Do v BEsobmads. T filters -
Dot Bedle Dieivte O 9 Mmoo =
Serial niuriber Device Name  Content Commit Time 5 Transter Time itam Time 3 Ratum Valye

1
1

woe o DD oD ® DD e oo s

THAF Pitis ) Fillwf Srearic fie, 70 Valede | TMPeri ey dats DO0O0000SE 065 IOLIEINSIDE 20210376 114106 POP1052 Sueeesshal

ADWT 11960001 adr DATA UPDATE F1

91 - ADWZ191960001 Pty shd CATA UPDATE USERINFO PN =1 Name=Gym Pir=0 Pasiwad = Card= Grir=1 Venly=0 2021-03-26 114108 Hx-03-2 Susxesshy
ADWZ191960001 Auta add DATA UPDATE & VRO PIbl =MF00003 Name=: = Priwd Pasvend» Card» Gro=1 Venly=0 RN-0F-26 11,4045 220326 114055 Sucueshl

Auts add H021-03-20 THHpAS HNOFT IS Successh

0210325 V1ATAS Successhl

DT UPDATE {F0 Pt = MFOO00D Name=yys PTict Passwd= Cade Grpa f Verfyat 2021-03-26 11 40nat 20210326 114055 Successhl

DATA UPIATE LISERINFG PIN«AH1S Name« BHER Pried Passels Carde Grpe | Virsifys0 21036 1NA0EE  F01-03-26 11405 J000IEINANSS Succemhd

ADWT 11960001 DATA UPOATE USERINFCE PIN=BEIS Names §} EE] Prist PFassnds Cads Grme ) Vinsiyst) 210326 1WADSE 20210376 114054 suceesshil

ADWZ191960001 DCATA UPDATE USERINFO PN =88 e TR Pried Patswd = 5814 2021-03-26 11, Susxesshy

ADWZ191960001 DATA UPDATE USERINFD Pitd=8813 Narme~ D9S8 Pr1=0 Fasswad= Cacde Grom 1t Venfy= RN-0F26 11, 220326 114055 Sucueshl
ALWZTEHISE0001 DATA UPDATE USRI B2 Hame =iy Fris0 Pastwd Card= Gra=1 Verfy=0 20210026 VA H0N-OI-TETRADSE  Sliccesshd
AL 131960001 DATA UPDATL WSERINFD FI8=3011 Hame=Shivi Pris0 Fasswd= Cards GrpaT Verifyal 20210325 11A08 WNOPETIERSS  Succedshol
ALTWEI950001 DMATA UPDIATL USERINFD Pl = 2789 Name=Laery Frisl Passwds Cards Gros1 Verifys TDOI-2 TIANAS  ZOII-00-26 TVARSE - 2021-03-26 TRERYE  Suctessh
ADWT 191960001 CHECK ALL H02103IEINEFIZ 20200336 114033 MOP10LEINANEL  Sucrepsd

ADWT 11960001 ro AIVOLIEINAFIE  MP1-0376 114033 20P1.0328 44 Sueeesshd
CHVEID0EB0T DATA UPDATE SINGFRTIE P=T7T Filis § Srems o M= 1 TMP: = dats BO00000054 05 IT-ALIE 164258 LIS TR4R00 20M1-03-) [
CEVI20206001T DATA UPDATE USERINFC Pl =777 Name=lalatatBdshhh Friwd Panvend= Gro=1 Verdy=0 XN-0F25 164259 2021-03-25 1643:00 Susvesshal
CRVIZ0Z06001T DATA UPDATE FINGERTMP PIN =566 FID=5 Swe=ak_bro_sae Vald=1 TMP= 2k beo_dals 0000000055 05 nn- 258 2021-03-25 16.43.00 2021-03-25 164300 Survesshal
LRI § DATA UPDWATL LSLRN Lk Name «gritier Prisl) Passwds Cards Groe1 Verdfya) 202V-0FE AT 2021-03-25 WoAT00 0-03-25 1A Successhl
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4 System Module

4.1 Database Migrate

ZKBio WDMS supports data migration from ZKBio Time.Net.

System

® Q = Rl Migrate

= b = Dstabase Migration
=] -
Migrate From * ZKBio WDMS 5 ZKBio WDMS 6 ! ZKBio Time Net
B:
Database Type*  MSSQL Server Database Name*
Address* Port *
- -
User* Password”™
T -
Migration Data Area/Zone Department Employee Transaction
= -
) -

4.2 Auto Import

The automatic import function can import employee information into the system according to the frequency
and path set by the user.

4.2.1 Default Import Task

Users can download the template and fill in the personnel information. The system imports personnel
information according to the frequency and path set by the user.
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Add Default X
Code* Task Mame*
Company* -—--—-—-- Import Data Type  Employee
Existing Data Ignore enable 8
Figld | ----—-—-- LDownload Template

Import Time Setting Import Path Setting

Policy By Interval

Interval* 1 Minutes

Cancel

User Define Import Task

The user can set the corresponding sequence in the system by referring to the column sequence of the
personnel information excel file. The system imports personnel information according to the frequency,
path and column order set by the user.

Add User Define X

Code® Task Mame™
Company® ——-—meme- mport Data Type . Employee
Edsting Data  Ignore Enable (R )
Field Employee ID  First Name Last Name Departmen... Departmen... Positic Option
Excel Col 1 2 3 4 5 &
Import Time Setting Impaort Path Setting
ETP P fFolder
U o ETP Path | /Folde
mport Path  E/Falder/

Archived Path®  Ex/Folder/

Cancel
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